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1 Introduction 

Cloud computing is a  model which allows users to access shared resources such a s 

servers and applications from anywhere, anytime. Cloud computing allows businesses 
to cut cost by not needing to build their own hardwares and databases. I n add it ion , 
Businneses also do not need to employ IT personnels because cloud servers and data 

centers are managed by the service provider. With the advancement o f t echnology , 
many companies have jump on board and have their share in the cloud  computing 

sector. The more prominent cloud computing service providers include Google Cloud, 
Microsoft Azure and Amazon Elastic Compute Cloud (EC2). Although cloud 
computing sounds like complex technology, it has been around for quite some t im e.  

Google Cloud was launched in 2008, Microsoft Azure in  2010 and  Amazon EC2 
being the earliest of these three, was laucnhed in 2006. 

2 Comparison    

As mentioned in the introduction, there are plenty of cloud computing service 
providers available. A research has been done to compare these th ree m ajor cloud  

computing service providers. The points taken into consideration include their service 
models, virtual machine (VM) inststance types offered, storage, operating system 
(OS) environments offered, security, performance and scalability , p ricing m odel, 

elasticity as well as monitoring tools provided. 

2.1   Google Cloud 

Google Cloud Platform provides Infrastructure as a Service (IaaS), Platform 
as a Service (PaaS), and Software as a Service (SaaS). 

Google Cloud covers multiple machine types for VM instances. Examples of 
machine types include general-purpose machine, compute-optimized machine, 
memory-optimized machine, accelerator-optimized machine as well as custom 

machine. 
In terms of storage, the maximum size limit for individual objects stored on 

Google Cloud is 5TB. 

The operating systems supported by Google Cloud include Linux such a s 
CentOS, Container-Optimized OS (COS), Debian, Fedora OS, Red  H at  Enterprise 

Linux (RHEL), SQL Server, SUSE Linux Enterprise Server (SLES) and Ubuntu LTS. 
Google Cloud also supports Windows client and Windows server. 

   



   Google Cloud Platform provides two security solutions to solve majority o f  

the security problems. Security analytics and operations store and analyze petabytes 
of security telemetry at a fixed continuously using Chronicle. Secondly, Web App and 
API Protection (WAAP) protects against new or existing threats to web applications 

and APIs.   
With Google Cloud, clients are able to build scalable, efficient apps. 

Compute Engine virtual machines and Google Kubernetes Engine (GKE) clusters 

integrate with autoscalers that help to grow or shrink resource consumption based  on 
metrics that are defined. Google Cloud's serverless platform provides managed 

compute, database, and other services that scale quickly from zero to h igh  request  
volumes. Database products like BigQuery, Cloud Spanner, and Cloud Bigtable can  
deliver consistent performance across massive data sizes.  

Pricing for Google Cloud differs according to instance type. For general 
purpose instance, it costs $0.214 per hour, and $0.1626 per hour for compute 
optimized instance. For memory optimized and GPU instances, the costs per hour are 

$0.2696 and $2.4, respectively.  
Google Cloud has a feature known as managed instance groups (MIGs) 

which offers autoscaling capabilities. Developers can automat ically  add or delete 
VMs instances from MIG depending on increased or decreased load. This way, 
increased traffic is handled gracefully, and costs can be cut down when the need f o r 

resources is lower. 
Google Cloud Platform provides four kinds of monitoring. Black-box 

monitoring allows user to probe the service in the same way that a user would use it , 

by requesting a web page, connecting to a TCP port, or making a REST API call. This 
type of monitoring provides no information about the internals o f  the serv ice  and 

treated as an opaque entity. White-box monitoring enables user to monitor aspects o f  
the service that are important to him or her. The user can instrument  the serv ice to 
write time-stamped data by using a library like OpenCensus or write custom t ime-

series data by using the Cloud Monitoring API. Grey-box monitoring collects 
information about the state of the environment in which the services are running. This 
type of monitoring is provided by a combination of Google Cloud products and third-

party partners of Cloud Monitoring, such as Blue Medora. Lastly, logs-based metrics 
are metrics collected from the content of logs written to Cloud Logging such as errors 

that the service detects, or the total number of log entries received. The user can a lso 
define customlogs-based metrics.  

2.2   Microsoft Azure 

Microsoft Azure covers a wide range of service model. Azure provides 
infrastructure as a service (IaaS), platform as a serv ice (PaaS) a nd sof tware as a  

service (SaaS).  
Microsoft Azure offers different VM instances catering to dif feren t needs. 

These instances are A-Series (entry-level economical VMs), Bs-Series (economical 

burstable VMs), D-Series (general purpose compute), DC-Series (protect data in use), 
E-Series (optimized for in-memory hyper-threaded applications), F-Series (compute-

optimized virtual machines), G-Series (memory and storage optimized VMs) a nd H -



Series (high-performance computing VMs). Moreover, there are Ls-Series (sto rage-

optimized VMs), M-Series (memory-optimized VMs), Mv2-Series (largest  m emory  
optimized VMs) and lastly N-Series (GPU-enabled VMs).   

Microsoft Azure offers storage capacity of up to 500TB of data for a  single 

account. 
 The operating systems environment offered by Microsoft Azure are Linux 
and Windows. 

 Microsoft Azure is a very secure platform. Azure was built based on the the 
Microsoft Security Development Lifecycle, a  groundbreaking approach used to 

develop the most secure code and tested around the globe. In add it ion , clien ts can 
integrate user identity provider services and enhance the capability of web 
applications. For example, Azure Active Directory maintains user database, 

authenticated login and authorization. 
 Microsoft Azure allows clients to scale on demand. Microsoft Azure is a b le 
to handle bursts of traffic or transaction volume thanks to Azure Autoscale and Azure 

Frontdoor which reroutes traffic and perform load-balancing so  users ca n have a  
seamless experience when visiting the web application. 

 The pricing for Microsft Azure varies according to factors such as instance 
type. For general purpose, it costs $0.166 per hour while compute optimized instance 
approximately costs $0.170 per hour. For memory-optimized and GPU instances, they 

cost $0.252 and $0.899 per hour respectively. 
 Microsoft Azure elasticity is a cloud service that enables automatically 
scaling of Azure hosted resources, matching the demand and configured parameters. 

Azure Elasticity adds VMs or database capacity as needed and prevents downtime by  
automatically scaling resources during peak system demand. 

 There are multiple monitoring tools provided by Microsoft Azure. For 
example, Microsoft Azure Monitor collects and analyzes performance metrics as well 
and activity logs from cloud environments to determine application availa bility  a nd 

performance. Next, Azure Advisor is another tool that can scan resource 
configurations and provide actions to improve resources for high availability, 
security, performance and cost. 

    

2.3   Amazon Elastic Compute Cloud (EC2) 

Amazon EC2 service model is IaaS (Infrastructure as a Serv ice). Amazon 
takes responsibility for the networking, server, storage, and virtualization. Whereas 

the user is responsible for managing the data, application, OS, runtime, and 
middleware. 

There are 5 instance types for Amazon EC2. First is general purpose, which  

is a balance of compute, memory, and networking resource, can a lso  be used  f or 
variety of workloads. Second is compute optimized, that is suited for compute bound 
applications that benefit from their high performance. Third is m em ory opt imized , 

which as the name states, is suited for workloads that consist  o f la rge data sets in  
memory. Forth is accelerated computing, which is an instance that  uses hardware 

accelerators to perform functions more efficiently. Fifth and last is storage optimized, 



are designed for workloads that consist of high data sets on local storage. Opt im ized 

to deliver tens of thousands IOPS to applications. 
For storage, as mentioned before, there is an instance that is designed  only  

for handling large amounts of data, which is the storage optim ized  instance. Th is 

instance can store up to 336 TB of HDD storage. 
Currently Amazon EC2 works on amazon linux, CentOs, Debian, and 

windows. It also supports mac but only for the general-purpose instance. 

Security of the cloud is the highest priority for Amazon EC2 employees. The 
client benefits from network architecture and data center that are built to  ensure the 

security for the clients while using the cloud.  
Amazon EC2 also offers high performance, with the only cloud being at 400 

Gbps Ethernet networking. It also has the most powerful GPU instances for 

workloads that need a high GPU cap. 
 In terms of pricing, Amazon EC2 does not cost too much. For memory 
optimized and GPU instances, the pricing are $0.252 and $0.75 per hour, respectively, 

costing lower than its competitors. For general purpose instance, it costs $0 .192  per 
hour, and $0.170 per hour for compute optimized instance. 

 Amazon EC2 Auto Scaling allows clients to automatically  a dd or rem ove 
EC2 instances according to the conditions defined. Amazon EC2 Auto  Scaling ca n 
detect when an instance is faulty and replace it with a new one. In addition, Predictive 

Scaling ensures the application has the right amount  o f compute and  proact ively  
provisions capacity. 
 There are multiple monitoring tools available including Amazon 

CloudWatch Logs and CloudWatch agent. Amazon CloudWatch Logs monitor, sto re 
and access log files from Amazon EC2 instances while CloudWatch a gent collects 

logs and system-level metrics from hosts and guests on clients’ EC2 instances. 
 

2   Opinions 

 We have done extensive research on the three major cloud computing service 
providers, namely Google Cloud, Microsoft Azure and Amazon EC2. We have 
decided to select Microsoft Azure as cloud service provider for our software 

development. This is because Microsoft Azure provides the most variat ions o f VM 
instance types. This is useful as we can choose different VMs instance to  su it  our 
needs and project types. Next, Microsoft Azure is built using Microsoft’s SDLC 

which is very secure. We do not have to risk losing our progress or data while 
developing our software. Furthermore, we realize that Azure Autoscale a nd Azure 

Frontdoor are really important features to help main tain  smooth  user experience 
especially when we are expecting high traffic. Furthermore, we found out that  there 
are much more monitoring tools available for Microsoft Azure compared to the other 

cloud computing service providers. Monitoring tools are useful as it promotes 
convenience and we as developers can automate tasks and monitor network 
performance as well as detect any problems with the instances. 
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