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Online Scams and Fraudulent in Malaysia.
JOHOR BHARU: Johor Police Department succeeded in curbing the activities of the Macau scam syndicate, Ho & Michael (HM) which they disguised as enforcement agencies, government agencies and Pos Malaysia on July 7, 2020. Johor Police Chief, Datuk Ayoub Khan Mydin Pitchay said the success was following a month-long intelligence conducted by the Johor Police before the raid early in the morning on July 7. 
The way the scammer operates is by using the latest advanced technology including Got Further 602400. With that technology in their hand, the victim will be contacted at random with voice recordings of calls from police officers, Malaysian Anti-Corruption Commission, Immigration, Customs, Inland Revenue Board, Court or Pos Malaysia. The victim will be instructed to press number on the phone number pad to speak directly to the agency officer they were impersonating at the time before being deceived that they were guilty of breaking the law. Before the victims being called, the scammers already had the victim’s information such as IC number, home address and phone number which they get from using an illegal database system. 
All the information above will convince the victims that they were the real deal. The victims will follow every step that the scammers ask them to do. The one most important thing for the scammers is asking the victims to download an application which they design it themselves. From the application, the scammer will be able to access the victims’ phone or computer and get all the information that they needed to get the victims money especially the Transaction Authorization Code (TAC) number of the victim's bank account which will be used to transfer money from the victim's bank account. 
After the scammers had taken the victims’ money, they continue to act professionally until the end while the victims believe that they have paid the fine for the mistake they were accused of having committed. Ayoub Khan, Johor Police Chief said the police managed to identify 12 cases involving syndicates with an estimated loss value of RM595,299. (Mohamed Farid Noh, 2020, Berita Harian Online).
Based on the news above, there are still many Malaysian in this modern age who cannot distinguish between official activities and activities that involve scam and fraud. What is exactly a scam? According to the Cambridge dictionary, scam is an illegal plan or activities for making money especially the one that involve in lying and tricking other people. In other word, scam is deceptive scheme or trick used to cheat someone out of something, especially money. Fraud is also a thing that can make a person lose great wealth. These two words often linked together due to similar acts or behaviors. This illegal activity should be taken seriously by everyone especially the government as people can lose billions of Ringgit Malaysia and saving over a decade. With all the meaning stated before, why do people scam? Is there a benefit when someone scam other people? Why someone tend to do things like this? The person or group of people doing scam is called as scammer. 
	Let us discuss the answers for questions mention before. In many activities or jobs that can be done to earn legitimate money, some people choose to scam other people because scam can make a huge amount of money within few days without doing absolutely nothing other than sitting in front of their laptops or phone. Usually the person who scam does not have a good academic background and they are students expelled or choose to drop out of school/college. When they try to look for a job that offer high paid, the companies rejected them or they do not pass the qualification. So, to make a lot of money from working, they got the idea to do scam as it can make huge money which some people called the activity as easy money. 
In general, there are two different types of scammer. The first one is scammer that work alone and the second is scammers work in a group or a company full of scammers. For scammers that work alone, some people make scamming as their second job because they do not want people to suspect them doing illegal activity or they are just a bunch of kids who needed a lot of money. For this type of scammers, victims who are often targeted by them are online sellers, a group of children/teenagers and random people walking alone on supermarket, shop or shopping mall. For sellers who sell their items online on an application such as Mudah.my, Lazada or Shopee, the scammers will act as a normal buyer and ask questions on the items as what normal person would do to convince the buyer that they really want to buy. For example, when the scammers have confirmed to buy the sellers items, they are going to ask for the sellers’ email along with other information. After that, they order the sellers to check his/her email as the scammers pretended bank has sent a confirmation email. The email will only contain information that the scammers ask and a conformation email that requires the sellers to send a receipt with the items tracking number in order for the bank to proceed credit the money to the sellers’ bank account. What is a tracking number you may ask? Tracking number are numbers assigned to package when they are shipped through the courier system and people can use the numbers to track down their package locations. If the scammers’ email asks for tracking number, it means that the sellers is going give out the items without receiving the money. That is one way for scammer to scam online seller if they are not smart enough or easy to deceive. 
	Moving on to the second type of scammers, which they work as a group or company full of scammers. For this type of scammers, victims who are often targeted by them are everyone, from children to adults but their main focus is adult as they have more money and savings. These scammer company often have the same tactic for every scam they do. For example, when someone surfing the internet through browser such as Google Chrome, Mozilla Firefox and others they will encounter a virus message when they open an unverified web. The message will be telling the person that a virus has attacked their computer and need to call a technician which the phone number is displayed on the warning message. The technician is one of the company scammers. The technician is going to help the person who called them to overcome the virus problem in their computer web browser whom they created it in the first place. Before helps their clients to get rid of the virus, the scammers will ask for a payment which is in the range of hundreds. In that way, the person who got stuck with the virus message does not have other choice other than pay the required money to solve their problems. This is one of the tactics that a company of scammers use to get money from random person. Besides, there are also a group of scammers who acted as police, government and bank operators. 
	If one can describe how scammers act and disguise as points in the previous paragraph, why are there still people who are not good at distinguishing them? Some of the reason could be because people are too scared when being called by the police, court and they are not aware to the person who is dealing with them. Sometimes people can know if the person is a scammer when the person asked a suspicious question, when they feel something is wrong, and when they have few knowledges about people who scam other people. There are few tips or guidance for everyone to know if they are going to escape from or track down if someone is a scammer. For the first one, people should always be vigilant and not easily deceived by the tricks or tricks of certain parties. When being called by an unknown number that suddenly claim you own them money or you are fined because you broke the law, do not let the information they provided to intimidated you in the moment. You should try to ask many different questions back to the scammers in order to get confirmation about the information they confidently gave to you. Try to ask few personal questions such as if you fined by violating the traffic, ask for your plate number, car color and other stuff which normal people may not know. If they are having a hard time to answer all your question, it would mean that they are lying to you. Before that, try to recognize their called phone number before you pick up the phone. Make sure to know your country code for example, Malaysia have +60 at the beginning of a phone number. Overseas number are usually used by scammers. 
	Next, the second tip is do not share your personal bank account number, ATM card or credit card number to strangers. Official business from the government, bank and others never ask for your credit card number and password on the phone. Some of the bank already gave you a warning message that reads the bank will never ask for the user’s password when you log in or entering their official website. Make sure to do the previous described act when facing an unknown caller. Do not easily pay someone when they told you to do so. Everyone should remember their own mistakes and deeds. And last but not least, do not call back the phone number you received. instead get the official phone number of the company, organization or institution involved for further verification. To avoid being scam, we have to remember or at least know all the important companies’ number to differentiate between scammers’ number and company numbers. 
	In the nutshell, scamming is an illegal act or activity that everyone should not involve in it. It could cause great loss to someone when they are being scam. The great loss of someone is involving their 10 years saving, their children education fee or their house monthly payment. Such a huge loss of money can drive a person crazy and can lead to suicide. That is why everyone must be aware of the people there are dealing with. Not everyone is smart enough to immediately know that the person is a scammer but at least they could distinguish between official business and a person trying to lie to you after reading some of the tips given earlier. Do try to learn and find more information on the internet trusted website in order to escape from being scam. With all that being said, scams and fraud crime should decrease its percentage every year. Doing this case study had improve me in detecting or identifying a scammer. I am also not good enough at avoiding myself from getting scam in the first place. I learnt how to while writing or typing this case study. 
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