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Instruction PART 2:

Printscreen the answer from the Wireshark and indicate the answer part by using the red
dotted-line box, and write the answer in the blue dialog box. An example is given in Step1(b)
(delete the printscreen before start).

Edit the blue dialog box by right clicking and select ‘edit text’.

Adjust the size of the red dotted-line and the dialog box according to your answer.
Duplicate the group of shape (red dotted-line and the dialog box) for each answer.
Make sure remain the original width of the table provided.

o O O O

Once completed, convert this answer sheet into pdf format and save as <section>-
<group>.pdf.
Example: 01-3A.pdf, 07-7B.pdf
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PART 2: Examine Functionality of the TCP and UDP Protocols

Stepl | b)
[15 m] Muttiderver

1 E-Mail Client
1

— They are stored in the switch.

FTP Client DNS Client

c) | Multiplexing.

d) Simulation Panel

SElls : Bl Each colour represent
Vis. Time(sec) LastDevice At Devica Type : different protocols
0.005 HTTP Client Switch | | TCP 1 )
0.005 -~ HTTPC..! I HTTP |
0.006 HTTP Client Switch | [l HTTP
0.006 MultiServer Switch : TCP :
0.006 Switch Dnscli, JDNs
0.006 FTP Client Switch ! TCP X
0.006 Switch MuttiSer.y |~ TCP |
0.007 Switch Mutiser ! [l HTTP X
0.007 Switch E-Mail_,  TCP 1
0.007 - Switch ! TCP
0.007 — E-Mail . [l SMTP 1
" 0.008 Switch MutiSer.! " TCP X
" 0.008 — E-Mail .1 ] sMTP 1
& 0.008 MultiServer Switch :.H'I'I'P :
“ 0.008 E-MailCl Switch 1 TCP !
5 0.008 _ MuttiSer... |/ FTP _




Step2
[15m]

Cl) PDU Information
LGSR The section is labelled
PDU Formats as TCP.
-~
DATA (VARIABLE LENGTH)
TCP
O 4 0 100 0 0 16 0 1240 g a1 Bits
SOURCE PORT.1025 DESTINATION PORT.80
SEQUENCE NUMBER:0
ACKNOWLEDGEMENT NUMBER:0
OFFSE | RESERVED: | FLAGS:0b00 WINDOW.65535
T0x0 0b000000 0010
CHECKSUM:0x0000 URGENT POINTER:0x0000
OPTION
DATA (VARIABLE LENGTH) PADDING: 0b000.
000
W
c2) | Yes.
) PDU Information at Device: Switch

0SI Model  Inbound PDU Details  Outbound PDU Details

SRC PORT = 1025,
DEST PORT = 80, SEQUENCE NUM = 0,

PDU Formats ACK NUM =0
OPT0x00000000 . .
; To the left of the window field,
DATA (VARIABLE LENGTH) it is written FLAGS:0b000010
1CP
O v v o4 v o o100 v 16 A0 0 024 00 0 1 Bits
1 SOURCE PORT 1025 DESTINATION PORT80 -i
1
- f
I SEQUENCE NUMBER:0 1
1
! 1
: ACKMNOWLEDGEMENT NUMBER:0 1
: X
OFFSE |RESERVED: | FLAGS:0b00 WINDOW.65535 1
T0x0_ J opoooooo J _oot0 _ f_ ______________'
CHECKSUM:0x0000 URGENT POINTER:0x0000
OPTION
DATA (VARIABLE LENGTH) PADDING: 0b000.
.000
v




PDU Information at Device: HTTP Client

The SRC PORT is now 80 and DEST

0SI Model  Inbound PDU Defails  Qutbound PDU Detail
PDU Formats PORT is 1025, th.ey switched.
SEQUENCE NUM is still 0 but ACK NUM
T —— has changed to 1. FLAGS also changed
“0x
to 0b010010.
DATA (VARIABLE LFg
,
Icp
O v v o400 00 0100 v 016 v 024 00 0 1 Bits
:_ "SOURCEPORTE0 ~ ~ ~ |~ ~ DESTINATION PORT1025 ':
1 1
: SEQUENCE NUMBER:0 :
1 1
: ACKNOWLEDGEMENT NUMBER:1 :
1 1
OFFSE |RESERVED: | FLAGS:0b01 WINDOW-16384 !
Tojo | oboooooo o010 | ______________ .
CHECKSUM:0x0000 URGENT POINTER:0x0000
OPTION
DATA (VARIABLE LENGTH) PADDING: 0b000.
000
v

h)

The SRC PORT is 1025 and DEST PORT
is 80, same as PDU in (d). ACK NUM is

PDU Information at Device: HTTP Client

1, same as PDU in (f). FLAGS is
0b011000 and SEQUENCE NUM is 1

0SI Model  Outbound PDU Details
PDU Formats which are different from both PDUs.
ICP
O v 4y 00 010y 000 Voo 1240 00 0 0 Bits
:' T SOURCEPORTI025 | DESTINATION PORTS0 ':
1 L
: SEQUENCE NUMBER:1 :
1 L
: ACKNOWLEDGEMENT NUMBER:1 :
1 L
GFFSE | RESERVED: | FLAGS:0b01 WINDOW.65535 1
roxo 0b000000 1000 1
N e e e —— J
CHECKSUM-0x0000 URGENT POINTER-0x0000
OPTION
DATA (VARIABLE LENGTH) PADDING: 0b000.
000
HTTP REQUEST
O v v o400 o8 0 v v o Mo a0 1 Bytes
HTTP Data-Accept-Language: en-us ~
Accept: */* v




Step3
[15m]

cl)

PDU Information at Device: Switch

0SI Model  Inbound PDU Details  Outbound PDU Details
PDU Formats
A
The section is
labelled as TCP
'
1| TCP
Ul oan 4 v oo o 100 v 0 o 18 v v 024 000 0 Bits
SOURCE PORT.1025 DESTINATION PORT:21
SEQUENCE NUMBER:0
ACKNOWLEDGEMENT NUMBER:0
OFFSE |RESERVED: | FLAGS:0b00 WINDOW-65535
T:0x0 0b000000 0010
CHECKSUM:0x0000 URGENT POINTER:0x0000
OPTION
DATA (VARIABLE LENGTH) PADDING: 0b000.
v
c2) | Yes.
d) PDU Information at Device: Switch

0SI Model  Inbound PDU Details

PDU Formats

Outbound PDU Details

SRC PORT = 1025,
DEST PORT = 21,
SEQUENCE NUM =0,

OPT-:0x00000000
ACK NUM =0
DATA (VARIABLE LENGTH) To the left of the window field,
— it is written FLAGS:0b000010
0 4 100 18

DESTINATION PORT:21

SEQUENCE NUMBER:0

ACKNOWLEDGEMENT NUMBER:0

OFESE | RESERVED:
Toko_ | 06000000

FLAGS:0b00

WINDOW-65535

CHECKSUM:0x0000

URGENT POINTER:0x0000

OPTION

DATA (VARIABLE LENGTH)

PADDING: 0b000.
000




PDU Information at Device: FTP Client
0SI Model  Inbound PDU Details  Outbound PDU Deta The SRC PORT is now 21 and DEST
PDU Formats PORT is 1025, they switched.

SEQUENCE NUM is still 0 but ACK NUM
OPT.0x00000000 has changed to 1. FLAGS also changed
to 0b010010.

DATA (VARIABLE LENZ

TCP
O v v o4y v a0 0100 A0 160 0 00 124 00 0 0 Bits
17 S0URCEPORT21~ ~ ~ 7|~ ~ DESTNATON PORT-1025 )
! 1
j SEQUENGE NUMBER 0 :
1 1
: ACKNOWLEDGEMENT NUMBER:1 1
1
L L
OFF$E | RESERVED: | FLAGS:0b01 WINDOW: 16384 1
Toxé_ | oboooooo | ooto | _ _ o ___ 1
CHECKSUM:0x0000 URGENT POINTER:0x0000
OPTION
DATA (VARIABLE LENGTH) PADDING: 0B00O.
000

PDU Information at Device: FTP Client
(S IR R U e otlt  1he SRC PORT is 1025 and DEST PORT
PDU Formats is 21, same as PDU in (d). ACK NUM is
1, same as PDU in (f). FLAGS is
OPT.0x00000000 0b010000 and SEQUENCE NUM is 1
which are different from both PDUs.

DATA (VARIABLE LENG

TCcP
DIII4IIIII1OIIIIIA~IIIIIII24IIIIIIIBHS
I "SOURCE PORT1025- ~ ~ T~ ~ DESTNATONPORT2T — ':

! 1
| SEQUENCE NUMBER:1 1
. 1
: ACKNOWLEDGEMENT NUMBER:1 .
| 1
oFrsE |RESERVED: | FLAGS 0001 WINDOW.65535 !
Toxi J opgogooo § _ oo | ______ !

CHECKSUM:0x0000 URGENT POINTER:0x0000
OPTION
DATA (VARIABLE LENGTH) PADDING: 0b00O.
000




|) PDU Information at Device: FTP Client =
0SI Model _Inbound PDU Details

PDU Formats
0 v o4 0 100 16 24 a0 Bis A
SOURCE PORT:21 DESTINATION PORT:1025
SEQUENCE NUMBER:1
ACKNOWLEDGEMENT NUMBER:1
OFFSE | RESERVED: | FLAGS:0b01 WINDOW-16384
T.0x0 0b000000 1000
CHECKSUM:0x0000 URGENT POINTER:0x0000
OPTION
DATA (VARIABLE LENGTH) The message is
’
ETP Response Welcome tO PT Ftp
O a4 a8 a8 a0 0
Code220 server.
el i R R |
I Message:Welcome to PT Fip server: |
- .

Step4 Cl) PDU Information at Device: Switch

OSI Model _Inbound PDU Details  Outbound PDU Details

[1 5 m] PDU Formats

1D:0x0005 FLAGS: FRAG OFFSET.0x000
0x0

TTL128 PRO:0x11 CHKSUM

SRCIP:192.168.1.3

DSTIP192.168.1.2
OPT.0%00000000 The section is
labelled as UDP

UDP 1
Oy iy g i v i 180 i i i Bits
SOURCE PORT-1025 DESTINATION PORT:53
LENGTH:0x002a CHECKSUM:0
DATA (VARIABLE LENGTH)

c2) | No.




d)

PDU Information at Device: Switch

08I Medel  Inbound PDU Details  Outbound PDU Details
PDU Formats
ID:0x0005 FLAGS:| FRAG OFFSET:0x000 | A‘
0x0
TTL 128 PRO:0x11 CHKSUM
SRC PORT = 1025,
SRCIP:192.168.1.3 DEST PORT = 53
DSTIP192.168 1.254 There is no sequence and
OPT.0x00000000 PADDING:( acknowledgement number
TR because establishing a reliable
connection is not needed for
ubrP
I UDP.
| SOURCEPCRTI025 ~ ~ T~ ~ DESTINATION PORTE
LENGTH:0x002a CHECKSUM:0
DATA (VARIABLE LENGTH)
v
f) PDU Information at Device: DNS Client n
0SI Model _ Inbound PDU Details
PDU Formats
[ 1 ~
ID:0x0007 FLAGS: FRAG OFFSET.0x000
0x0
TTL:128 | PRO:0x11 CHKSUM

SRCIP-192.168.1.254

DSTIP:192.168 1.3

OPT:0x00000000 PADDING:0x00

DATA (VARIABLE LENGTH)

LENGTH:0x004a CHECKSUM:0

DATA (VARIABLE LENGTH)

SRC PORT =53,
DEST PORT = 1025. The
number is switched.

9)

PDU Information at Device: DNS Client n

0sI Model _Inbound PDU Details

PDU Formats

I [
DNS Query
O v v v v o a8 o o o160 00 0 0 1240 00 a0 Bits
|

NAME:muitiserver.of ofir

TYPE4

Answer.

LENGTH:I,
"DNS Answer |
T T T 8 0 160 i1 124 111 Bis
NAME:multiserver pt ptu
TYPE4 | CLASS:
TTL:86400
LENGTH:4 | 1P:192.168.1.254

The section is called DNS




Step5
[15m]

cl)

PDU Information at Device: Switch

0SI Model _Inbound PDU Details

The transpo

PDU Formats

OPT.0x000000%

ZAIA (VARIABLE LENGTH)

ICP_ 1
0 v 4 i 100 v 18 24 0 B
SOURCE PORT1025 | DESTINATION PORT.25

SEQUENCE NUMBER:0

ACKNOWLEDGEMENT NUMBER:0

OFFSE |RESERVED: | FLAGS:0b00 WINDOW65535
T.0x0 0b000000 0010
CHECKSUM:0x0000 URGENT POINTER:0x0000
OPTION
DATA (VARIABLE LENGTH) PADDING: 0b000

rt layer

protocol used is TCP.

ts

c2)

Yes.

d)

PDU Information at Device: Switch

0SI Model _Inbound PDU Details  Outbound PDU Details

PDU Formats

SRC PORT =

DEST PORT = 25

SEQUENCE NUM =0,

ACK NUM =0

To the left of the window field,

it is written FLAGS:0b000010

QOPT.0x00000000 PADDING:0x0(
DATA (VARIABLE LENGTH)
Ice
O v a4 v a0 100 0 0 16 a1 2 —1
1 SOURCE PORT:1025 | DESTINATION PORT25 |
| 1
1 SEQUENCE NUMBER:0 :
! L
: ACKNOWLEDGEMENT NUMBER:0 1
N 1
ORFSE | RESERVED: | FLAGS:0b00 WINDOW-65535 1
OO | 0000000 - D040 - — — — m - — - !
CHECKSUM:0x0000 URGENT POINTER:0x0000
OPTION
DATA (VARIABLE LENGTH) PADDING: 0b000

PDU Information at Device: E-Mail Client

0OSI Model _Inbound PDU Details  Outbound PDU Details

PDU Formats

The SRC PORT is now 25 and DEST
PORT is 1025, they switched.

| SEQUENCE NUM is still 0 but ACK NUM
OPT0x00000000 | PADDING:0x00 |
has changed to 1. FLAGS also changed
DATA (VARIABLE LENGTH)
TcP
O v o4 v a0 0100 v 0 1 160 00 0 1240 10 0 Bits
| SOURCE PORT25 I' DESTINATION PORT-1025 | 4
1 ! k
[ SEQUENCE NUMBER.0 : nt
1
L
: ACKNOWLEDGEMENT NUMBER:1 |
. 1
OFFSE | RESERVED: | FLAGS0b01 WINDOW: 16384 |
Tox0_ | _opoooooo | _ooo _ | _ _ _ _ _ _____ 1
GHECKSUM:0x0000 URGENT POINTER:0x0000 | |
nt
OPTION I
b
DATA (VARIABLE LENGTH) PADDING: 0b000. E
¥ s




PDU Information at Device: E-Mail Client n__
0SI Medel  Inbound PDU Details _ Qutbound PDU Details c

PDU Formats
A~ '3
OPT0x00000000 PADDING:0x00 ¢
DATA (VARIABLE LENGTH)
TCcp |
O v v A v 100 v o 18 24 o Bits E
SOURCE PORT:1025 DESTINATION PORT.25 ie
"
SEQUENCE NUMBER:1 n
ACKNOWLEDGEMENT NUMBER:1
OFFSE | RESERVED: | FLAGS:0b01 WINDOW.65535
T:0x0 0b000000 0000
CHECKSUM:0x0000 URGENT POINTER:0x0000 | ]
n
OPTION 9
DATA (VARIABLE LENGTH) PADDING: 0b000. B
000 i
v
T _—
PDU Information at Device: E-Mail Client
0SI Model _ Qutbound PDU Details The SRC PORT is 1025 and
I PDU Formats DEST PORT is 25, ACK NUM is 1
| | I  and SEQUENCE NUM is 1
O v o o4 v o0 o100 v a0 o 16 a1 24 a0 Bits Wh|Ch|SsameaSPDU|n(g).
T SOURCEPORT10Z5 | | DESTINATON PORT25 | FLAGS is 0b011000 which is
1 .
. T different from the other PDUs.
I SEQUENCE NUMBER:1 h
1
T + H
1 ACKNOWLEDGEMENT NUMBER:1 1 -
1 1 H
OFFSE |RESERVED: | FLAGS0b01 WINDOW-65535 1 M
Tox0_] 00000000 1000 ! F
P e e e, s
CHECKSUM:0x0000 URGENT POINTER:0x0000 s
S
OPTION -
s
DATA (VARIABLE LENGTH) PADDING: 0b000 |
000 E
4
SMTP DATA E
O v o o4 v a8 v a0 16 a1 Bits P
SMTP Data |«
v E
sit
o | .. [[POP3SMIF TCP

For TCP port 25 is SMTP, TCP port 110 is POP3.

10




Step6
[25m]

bl)

I B MultiServer - O X I

Physical Config Services D

ICommand Prompt

Programming  Affributes

nt . C
round trip in milli-
Ims,

ABLISHED

b2)

I ¥ MultiServer - O X I

Physical Config  Services Programming  Affributes

ICommand Prompt

Stat
ABLISHED

The port number being used is 21.

11




I B MultiServer

Physical Config  Services

D

Programming  Affributes

ICommand Prompt

nt

, !
round trip in milli-

Ims,

ABLISHED

d1)

I h;a MultiServer

Physical Config  Services

Programming  Affributes

ICommand Prompt

Stat
ABLISHED

FTP because the port number is 21.

12




d2) |\?FTPCIient _ 0 w I

Physical Config Deskiop  Programming  Affributes

(Command Prompt

nd Line 1.0

The server is waiting for input from client.

[]op

13




