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PART B: HTTP Trace

B.1

1)

the version of http that the server running is version 1.1

[
No. Time Source Destination Protocol Length Info
10 4.694850 192.168.1.102 128.119.245.12 HTTP 555 GET /ether‘eal-labs/lah2-1.htm
12 4.718993 128.119.245.12 192.168.1.102 HTTP 439 HTTP/1.1 288 OK (text/html)
13 4.724332 192.168.1.102 128.119.245.12 HTTP 541 GET /favicon.ico HTTP/1.1
14 4.758366 128.119.245.12 192.168.1.102 HTTP 1395 HTTP/1.1 484 Not Found (text/html)

2)

the ip address of the client computer is 192.168.1.102

e
No. Time Source Destination Protocol Length Info
10 4.694850 128.119.245.12 HTTP 555 GET /ethereal-labs/lab2-1.html HTTP/1.1
12 4.718993 128.119.245.12 192.168.1.102 HTTP 439 HTTP/1.1 200 OK (text/html)
13 4.724332 192.168.1.102 128.119.245.12 HTTP 541 GET /favicon.ico HTTP/1.1
14 4.750366 128.119.245.12 192.168.1.102 HTTP 1395 HTTP/1.1 484 Not Found (text/html)

3)

the ip address of the e gaia.cs.umass.edu server is 128.119.245.12

e
No. Time Source Destination Protocol Length Info
10 4.694850 192.168.1.102 HTTP 555 GET /ethereal-labs/lab2-1.html HTTP/1.1
12 4.718993 128.119.245.12 192.168.1.102 HTTP 439 HTTP/1.1 200 OK (text/html)
13 4.724332 192.168.1.102 128.119.245.12 HTTP 541 GET /favicon.ico HTTP/1.1
14 4.750366 128.119.245.12 192.168.1.102 HTTP 1395 HTTP/1.1 484 Not Found (text/html)

4)

73 bytes and 1071 bytes

v Hypertext Transfer Protocol
HTTP/1.1 200 OK\r\n
Date: Tue, 23 Sep 2803 @5:29:50 GMT\r\n
Server: Apache/2.0.4@ (Red Hat Linux)\r\n
Last-Modified: Tue, 23 Sep 2003 ©5:29:00 GMT\r\n
ETag: "1bfed-49-73d5bfee"\r\n
Accept-Ranges: bytes\r\n

IContent—Length : 73\r\n |

v Hypertext Transfer Protocol

HTTP/1.1 484 Not Found\r\n

Date: Tue, 23 Sep 2003 @5:29:50@ GMT\r\n
Server: Apache/2.8.4@ (Red Hat Linux)\r\n
Vary: accept-language\r\n

Accept-Ranges: bytes\r\n

|Content-Length: 1871\r\n]|
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5)

the status code returned is 200 OK and 404 Not Found

=
No. Time Source Destination Protocol Length Info
18 4.694850 192.168.1.102 128.119.245.12 HTTP 555 GET /ethereal-labs/lab2-1.html HTTP/1.1
12 4.718993 128.119.245.12 192.168.1.162 HTTP 439 HTTP/1.1[200 OK| (text/html)
13 4.724332 192.168.1.102 128.119.245.12 HTTP 541 GET /favicon.ico HTTP/1.1
14 4.750366 128.119.245.12 192.168.1.102 HTTP 1395 HTTP/1.1[484 Not Found | (text/html)

B.2

1)

No, “IF-MODIFIED-SINCE” is in the second HTTP GET

2)

Yes, we can see the contents in the “Line-based text data” field.

M 1ab1-http-B02.pcapng

File — Edit View Go  Capture  Analyze  Statistics  Telephony  Wireless Tools  Help

dn e 1REResE5FeEEaaax

[t

No. Time Source Destination Protocol  Length  Info
B 2.331268 192.168.1.182 128.119.245.12 HTTP 555 GET /ethereal-labs/lab2-2.html HTTP/1.1
1@ 2.3579@2 128.119.245.12 192.168.1.182 HTTP 739 HTTP/1.1 20@ OK (text/html)
14 5.517398 192.16R.1.1A2 128.119.245.12 HTTP 6AR GFT /atheraal-lahs/1ah2-2_html HTTP/1.1

> Frame 18: 739 bytes on wire (5912 bits), 739 bytes captured (5912 bits) on interface @

> Ethernet II, Src: LinksysG_da:af:73 (0@:06:25:da:af:73), Dst: Dell 4f:36:23 (00:08:74:4f:36:23)

» Internet Protocol Version 4, Src: 128.119.245.12, Dst: 192.168.1.102

» Transmission Control Protocol, Src Port: 80, Dst Port: 4247, Seq: 1, Ack: 582, Len: 685

>

>

3)

Yes, what follows “IF-MODIFIED-SINCE” is Tue, 23 Sep 2003 05:35:00
GMT

([

No. Time Source Destination Protocol Length Info
8 2.331268 192.168.1.102 128.119.245.12 HTTP 555 GET /ether
10 2.357962 128.119.245.12 192.168.1.102 HTTP 739 HTTP/1.1 2
14 5.517390 192.168.1.102 128.119.245.12 HTTP 668 GET /ether
15 5.540216 128.119.245.12 192.168.1.102 HTTP 243 HTTP/1.1 3

Accept: text/xml,application/xml,application/xhtml+xml,text/html;q=0.9,text/plain;q=
Accept-Language: en-us, en;q=0.58\r\n

Accept-Encoding: gzip, deflate, compress;qg=e.9\r\n
Accept-Charset: IS0-8859-1, utf-8;q=0.66, *;q=8.66\r\n
Keep-Alive: 3@@\r\n

Connection: keep-alive\r\n

|Ef-Modified-Since: Tue, 23 Sep 2083 @5:35:00 GMT\r\n |
If-None-Match: "1bfef-173-8f4ae908"\r\n

Cache-Control: max-age=@\r\n

4)

The status code is 304 Not Modified. The server did not returns the contents of
the file since the browser’s cache has up-to-date cached version. There is no

modification made after the If-Modified-Since date and time.

(11

No. Time Source Destination Protocol Length Info
8 2.331268 192.168.1.102 128.119.245.12 HTTP 555 GET /ethereal-labs/lab2-2.html HTTP/1.1
18 2.357902 128.119.245.12 192.168.1.102 HTTP 739 HTTP/1.1 26@ OK (text/html)
14 5.51739@ 192.168.1.102 128.119.245.12 HTTP 668 GET /ethereal-labs/lab2-2.html HTTP/1.1
15 5.540216 128.119.245.12 192.168.1.102 HTTP 243 HTTP/l.

B.3

1)

There is 3HTTP GET request messages from the client browser

No, Source Destination Protocol
. 192.168.1.102 $128.119.245.12 HTTP.
- 178 11523517 HTTE B57 ATTP/I.T 5
i 192.168.1.102 165.193.123.218 625 GET /catalog/images/pearson-logo-footer.gif HTTP/1.1
i 192.168.1.102 134.241.6.82 HTTP 609 GET /~kurose/cover.jpg HTTP/1.1
! 25 7.333054 165.193.123.218 192.168.1.102 HTTP 912 HTTP/1.1 200 OK (GIF89a)
54 7.589877 134.241.6.82 192.168.1.102 HTTP 1096 HTTP/1.0 200 Document follows (IPEG IFIF image)




2) | FIRSTHTTP GET :128.119.245.12
SECOND HTTP GET : 165.193.123.218
THIRD HTTP GET : 134.241.6.82

N me Source Destination Protocol  Length  Inf

Th
10 7.236929 192.168.1.102 HTTP 555 GET /ethereal-labs/lab2-4.html HTTP/1.1
12 7.260813 128.119.245.12 192.168.1.102 HTTP 1057 HTTP/1.1 200 OK (text/html
17 7.305485 192.168.1.102 HTTP 625 GET /catalog/images/pearson-logo-footer.gif HTTP/1.1
20 7.308803 192.168.1.102 13 HTTP 669 GET /~kurose/cover.jpg HTTP/1.1
25 7.333054 165.193.123.218 192.168.1.102 HTTP 912 HTTP/1.1 200 OK (GIF89a)
54 7.589877 134.241.6.82 192.168.1.102 HTTP 1096 HTTP/1.6 208 Document follows (JPEG JFIF image

3) | 3357 bytes

v Hypertext Transfer Protocol
HTTP/1.1 28@ OK\r\n
Server: Netscape-Enterprise/3.6 SP3\r\n
Date: Sun, 21 Sep 2003 €6:80:35 GMT\r\n
Content-type: image/gif\r\n
Etag: "6fc149-d1d-3ef@b3f8"\r\n
Last-modified: Wed, 18 Jun 2003 18:48:24 GMT\r\n
|Cuntent—length: 3357\r\n|

4) | 15642 bytes

v Hypertext Transfer Protocol
HTTP/1.© 2e@ Document follows\r\n
Date: Tue, 23 Sep 2063 85:38:44 GMT\r\n
Server: NCSA/1.5.2\r\n
Last-modified: Tue, 23 Sep 2083 04:56:38 GMT\r\n
Content-type: image/jpeg\rin
|Content-lgﬂgth: 15642\r\n|

PART C: DNS Trace

C.1 |1) | ThelP addresses are 2001:€68:2:38c::356¢, 2001:€68:2:389::356¢ and
184.28.141.249.

Bl Command Prompt - nslockup
Microsoft Windows [Version 10.06.19041.630]
(c) 2020 Microsoft Corporation. All rights reserved.

C:\Users\Dell Inspiron>nslookup
Default Server: cdns@lv6.tm.net.my
Address: 2001:e68::b:68

> www.microsoft.com
Server: cdns@lve.tm.net.my
Address: 2001:e68::b:68

Non-authoritative answer:
Name :

www.microsoft.com
www.microsoft.com-c-3.edgekey.net
www.microsoft.com-c-3.edgekey.net.globalredir.akadns.net




2)

Bl Command Pu:m,n - nslockup
Microsoft Windows [Version 10.0.19041.630]
(c) 2020 Microsoft Corporation. All rights reserved.

:\Users\Dell Inspiron>nslookup
Default Server: cdns@lv6.tm.net.my
Address: 2001:e68:

> www.microsoft.co
Server: c¢dns@lv6e.tm.net.my
Address: 2001:e68::b:68

Non-authoritative answer:
Name : el3678.
Addresse

184.28.141.249

www.microsoft.
www.microsoft.com-c-3.edgek
www.microsoft.com-c-3.edgekey.net

C3

1)

UDP

M dns-trace-1.pcap
File  Edit View Go Capture Analyze Statistics  Telephony  Wireless  Tools Help

A ® R E Q &=

Frame 8: 72 bytes on wire (576 bits), 72 bytes captured (576 bits)

Ethernet II, Src: Ibm_18:68:99 (88:09:6b:10:68:99), Dst: All-HSRP-routers_8@ (@0:00:08c:07:ac:80)
Internat Protocol Version 4, Src: 128.238.38.168, Dst: 128.238.29.23

Src Port: 3163, Dst Port: 53

Domain Mame System (query)

FEI=]q
[ dns
No. Time Source Destination Protocol Length Info
8 3.875845 128.238.38.168 128.238.29.23 DNS 72 Standard query 8x@@6e A www.ietf.org
9 3.876689 128.238.29.23 128.238.38.160 DNS 164 Standard query response @x@@6e A www.ietf.org A 132.151.6.75 A 65.246.255.51

X ~ | Expression

Frame 9: 184 bytes on wire (832 bits), 104 bytes captured (832 bits)

Ethernet II, Src: Cisco_83:e4:54 (00:b@:8e:83:e4:54), Dst: Ibm_10:60:99 (00:09:6b:10:60:99)
Internet Protocol Version 4, Src: 128.238.29.23, Dst: 128.238.38.160

Src Port: 53, Dst Port: 3163

Domain Name System (response)

dns
No Time Source Destination Length Info

8 3.675845 128.238.38.160 128.238.29.23 DNS 72 Standard query ©x@@6e A www.ietf.org

9 3.076689 128.238.29.23 128.238.38.160@ DNS 184 Standard query response @x@@6e A www.ietf.org A 132.151.6.75 A 65.246.255.51

2)

Destination port for DNS query message: 53

v User Datagram Protocol, Src Port: 3163, Dst Port: 53
Source Port: 3163
De ation Po
Length: 38
Checksum: @xBacb [unverified]
[Checksum Status: Unverified]
[Stream index: 1]
Domain Name System (query)

Source port of DNS response message: 53

User Datagram Protocol, Src Port: 53, Dst Port: 3163
Destination Port: 3163
Length: 70
Checksum: @xb@ba [unverified)
[Checksum Status: Unverified)
[Stream index: 1]




3)

To IP address 128.238.29.23

M dns-trace-1.peap
File Edit View Go Capture Analyze Statistics Telephony  Wireless Tools  Help

Am 1@ RBQe=sFFE|EaqaafF
e 1
No. Time Source Destination Protocol  Length  Info
8 3.875845 128.238.38.160 128.238.29.23 DNS 72 Standard query @x@@6e A www.ietf.org
I 9 3.876689 128.238.29.23 128.238.38.160 DNS 104 Standard query response ©x@@6e A www.ietf.org A 132.151.6.75 A 65.246.255.51

4)

It’s a type A standard query and it does not contain any answers.

v Domain Name System (query)

Transaction ID: @xee6e

> Flags: @xelee Standard query
Questions: 1
Authority RRs: @
Additional RRs: @

v Queries
> www.iet-F.org: class IN
Response In: S

5)

There are 2 answers provided. The answers contain the name of the host, the type of address,

class, the time to live, the data length and the IP address.

~ Domain Name System (response)
Transaction ID: ©x@@6e
> Flags: @x818@ Standard query response, No error
Questions: 1
Authority RRs: ©
Additional RRs: @

v Answers

v www.ietf.org: type A, class IN, addr 132.151.6.75
Name: www.ietf.org
Type: A (Host Address) (1)
Class: IN (@x®ee1)
Time to live: 1678
Data length: 4
Address: 132.151.6.75

v www.ietf.org: type A, class IN, addr 65.246.255.51
Name: www.ietf.org
Type: A (Host Address) (1)
Class: IN (@x@001)
Time to live: 1678
Data length: 4
Address: 65.246.255.51

6)

The first SYN packet was sent to 132.151.6.75 which corresponds to the first IP address

provided in the DNS response message.

v Answers
v www.ietf.org: type A, class IN, addr|132.151.6.75
)
No. Time Source Protocol  Length Info
= 10 3.878479 128.238.38.160 TCP 62 3369 » 80 [SYN] Seq=0 Win=64240 Len=@ MSS=146@ SACK_PERM=1

7)

No

8)

Destination port for the DNS query message: 53

v User Datagram Protocol, Src Port: 3742, Dst Port: 53
Source Port: 3742
Destination Port: 53
Length: 37




Source port for the DNS response message: 53

v User Datagram Protocol, Src Port: 53, Dst Port: 3742
Source Port: 53

Destination Port: 3742

Length: 162

9)

The DNS query message is sent to IP address 128.238.29.22 which is not the IP address of my

default local DNS server as it can be seen in the screenshot below.

{ﬂjLM& = v ] Epresson.. 4
No. Time Source Destination Protocol Length Info

15 4.951232 128.238.38.160 128.238.29.22 DNS 86 Standard query @x6e01 PTR 22.29.238.128.in-addr.arpa

16 4.951638 128.238.29.22 128.238.38.160 DNS 118 Standard query response ©x@0@l PTR 22.29.238.128.in-addr.arpa PTR dns-prime.poly.edu

17 4.952571 128.238.38.160 128.238.29.22 DNS 80 Standard query 8x6802 A www.mit.edu.poly.edu

18 4.952953 128.238.29.22 128.238.38.160 DNS 139 Standard query response 0x0002 No such name A www.mit.edu.poly.edu SOA dns-prime.poly.edu

19 4.953172 128.238.38.160 NS 71 Standard query 0x8003 A www.mit.edu

20 4.969929 128.238.29.22 128.238.38.160 DNS 196 Standard query response @x@0@3 A www.mit.edu A 18.7.22.83 NS BITSY.mit.edu NS STRAWB.mit.edu

54bf
bf:1971:1f5

Obt
Expire

ault Gateway
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DNS

10)

It’s a type A standard query and it does not contain any answers.

~ Domain Name System (query)
Transaction ID: exeee3
Flags: ©x@10@ Standard query
Questions: 1
[answer Rrs: o]
Authority RRs: @
Additional RRs: ©
v Queries
www.mit.edu: E;E;_E] class IN

11)

There are 1 answer provided. The answer contain the name of the host, the type of address,

class, the time to live, the data length and the IP address.

v Domain Name System (response)

Transaction ID: exeee3

Flags: @x8580 Standard query response, No error

Questions: 1

Authority RRs: 3

Additional RRs: 3

Queries

v Answers

v www.mit.edu: type A, class IN, addr 18.7.22.83
Name: www.mit.edu
Type: A (Host Address) (1)
Class: IN (exeeel)
Time to live: 6@
Data length: 4
Address: 18.7.22.83







