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|dentify the most significant concerns for effective implementation
of computer technology.

Discuss the primary privacy issues of accuracy, property and access.

Describe the impact of large database, private networks, the
Internet and the Web on privacy.

Discuss online identity and major laws on privacy.
Discuss abour cybercrime.
Detail ways to protect computer security.

Discuss computer ethics




WHAT 1s PRIVACY °?

ok L

* Privacy assures that personal information (and sometimes
corporate confidential informa ations well)are collected, =
processed, protected and destroyed legally and fairly.

e

* Privacy - concern the collection and use of data about ra
: individuals

o
N

-——* Three primary privacy issues:
 Accuracy - responsibility of those who collect data

* Property - who owns data and who has rights to
software

* Access - responsibility of those who control data and
use of data
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Technologies today bring a lot of positivity to people around the world, but some might
also impact the negativity. =

O\ Most significant concerns: 7

* Privacy

» Privacy — concerns the colletion and use of data about individuals

» Three primary privacy issues:

U Accuracy - responsibility of those who collect data

U Property = who owns data and who has rights to software
U Access - responsibility of those who control data and use of data

* Security

» Security-the access and control over sensitive information, hardware and software

* Ethics

» The consequences that will effect society
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Lgrge Database

There.:a.re 2.5 quintillion bytes of data created each day.
* 1.7 mb per sec/per person around the world

* Mostly on mobile devices

Large organizations compile information about us daily

U Big Data is exploding and ever-growing
* 90% of the data collected has been collected over the last 2 years

« The amount of data increases as technologies advances (more tech/internet

user)
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(\ 1 Who collects the data?
* Government agencies

* Telecommunication companies

* Credit card companies
* Supermarket scanners

* Financial institutions
* Search engines
* Social networking sites
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H ‘ PREDICTING CHARACTER TRAITS
FROM PHONE CALL RECORDS AND APP USAGE

Source: Chittaranjan et al, 2011

PREDICTING PERSONAL ATTRIBUTES
* * "  FROMFACEBOOK LIKES

PREDICTED ATTRIBUTE ACCURACY

woureey - J2%  T16% 69% 15% 70%

RECOGNIZING EMOTIONS FROM THE
RHYTHM OF KEYBOARD TYPING PATTERNS

Source: Epp et al, 2011

P ersonal attributes from Facebook Likes. Source: Kosinski et al 2013,
il sidiicforosi o tead ol accuracy  83%

88% 84%

Cracked Labs CC BY-SA 4.0




J Information ResellAers/Brokers

* Collect and sell personal data

* Create electronic profiles

DATA BROKERS HAVE EXTENSIVE PROFILE INFORMATION ON ENTIRE POPULATIONS

Examples of data on consumers provided by Acxiom and Oracle

The actual number Socioeconomic status
n of purchases made
with a Visa credit

card in the last 24
months One of nearly 200 "ethnic codes”

Economic sta
45 years of historical
data on name changes
and residential history
Assimilation score

Age

Gender
Education

Catholic
Religion Jewish

Muslim
Employment
Arthritis
Political views Heaith Cardiac health
Diabetic

Disabled

Relationship status interests

ACXIOM
PROFILE

Number of children
Aicohol & tobacco interests
Purchases
. Casino gaming & lottery interests
Activities =,
| « is @ heavy Facebook user

Nabisco Triscuit crackers
Starbucks coffee

Bayer pain relief products
Frozen ethnic foods

purchased student loans
mortgages
refinancing
Age gay & lesbian movies
Gender interested in air force
Education army
Occupation navy
marines
Number and age
of children

Income
@ Debt interested in ecology

Net worth ORACLE political issues healthcare
b PROF‘LE such as
Hobbies immigration

Interests taxes

lottery & sweepstakes

homeland security

Media usage

@ Loans
Income
Net worth

Vehicles owned

Properties owned

likelihood
that
someone:

likelihood someone ina

< is a social influencer
4 is socially influenced

| «has no formal banking
relationships

< has no major
medical insurance

’ Purchases

Credit card holders
by brand and type

Expecting parents
New parents

" New movers

searched for

schools and financial aid
flights. hotels. car rentais

allergy relievers
stomach issues
hearing assistance
heart failure
medical facilities

Details about banking

@and insurance policies

Range of new
credit granted

person’s household is: Details about someone’s home,
@ including the number of bedrooms

multi-family

planning to planning to filing taxes
mobile home

have a baby adopt achild in April
v v -

L1 e

Type of home

prison

Acxiom provides of up 3,000 attributes and scores
on 700 million people in the US, Europe, and other regions.

Buying power

jll..l

ate Very high

military base names

abortion, legalizing drugs
or gay marriage

protests strikes, boycotts
or riots

Oracle sorts people into thousands of categories
and provides > 30,000 attributes on 2 billion consumer profiles
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, U Personal information is a marketable commodity, Risk?
* Collecting public, but personally identifying information (Name,address,..etc)
« * Spreading information without personal consent, leading to identity theft

* Spreading inaccurate information

J Freedom of Information Act

* Law that allow access by the general public to data held by national
governments

* Increasing dissatisfaction with the secrecy surrounding government policy
development and decision making
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* A network which access is restricted and tightly controlled (opposite

to public network)

* Example:
v'Corporate network
v'School network

* Some of people’s corporate privacy

d Employers can monitor e-mail legally
* A proposed law could prohibit this type of electronic monitoring or at least require the

employer to notify the employee first
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The ‘Internet and the Web

+ The Internet is a global network of networks while the Web, also

referred formally as World Wide Web (www) is collection of
information which is accessed via the Internet.

* Illusion of anonymity — People not concerned about privacy when
surfing the Internet or when sending e-mail.

* When browsing the web, critical information is stored on the hard
drive in these locations :

* History Files

* Temporary Internet Files
* Cookies

* Privacy Mode

: | : & -~



History Flleszz-:":ﬁd
Files o it

 History Files

* Include locations or addresses of sites you have recently visited

Temporary Internet Files | Browser Cache

« Saved files from visited websites O

| Offers quick re-display when you return to the site
)’3"‘ I U TN A f

History

N7

Chrome history

Tabs from other devices
Clear browsing data
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* Cookie is data stored by s ol W

the browser on behalf of a
web server

* A browser sends Cookies
with every request to the f3
corresponding web server g

* Cookies are small data |
files that are deposited on
your hard disk from web
sites you have visited

* First—party cookies
are generated only
by websites you are
visiting

Third-party cookies
are generated by an
advertising company
that is affiliated with
the website



Priva

*  Private Browsing

* Incognito Mode

A A

* Ensure your browsing activity is not recorded on your hard drive

Private Browsing

This is a private browsing session. When you close this private browsing session, your browsing
information is deleted.

You've gone incognito

Now you can browse privately, and other people who use this device won't see your
activity. However, downloads and bookmarks will be saved. Learn more

Chrome won't save the following information: Your activity might still be visible to:
« Your browsing history * Websites you visit
e Cookies and site data » Your employer or school

e Information entered in forms « Your internet service provider

PRl | LA 71



Privacy Threats
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* Also known as a Web beacon, is a file object that is placed on a Web page orin an
email message to monitor user behavior.

WEB BUGS

* When a user opens the message information is sent back to the source of the bug
A web bug can gather the following information :

* The IP address of the computer that fetched the Web bug.

e The URL of the page that the Web bug is located on.

* The URL of the Web bug.

* The time the Web bug was viewed.

* The type of browser that fetched the Web bug.

* A previously set cookie value.

shutterstock.com « 1006041136



SPYWARE

* Unwanted software that infiltrates your computing device, stealing your inter
usage data and sensitive information.

* Spyware gathers your personal information and relays it to advertisers, data firms
or external users.

There are four main types of spyware :

1. Adware. This type of spyware tracks your browser history and downloads.
Adware is used for marketing purposes and can slow down your computer.

2. Trojan. This kind of malicious software disguises itself as legitimate software. It
can be used to access sensitivite information such as Social Security numbers and
credit card information.

3. Tracking cookies. These track the user’s web activities, such as searches, history
and downloads for marketing purposes.

4. System monitors. This type of spyware can capture just about everything you do
on your computer. System monitors can record all keystrokes, emails, chat-room
dialogs, websites visited and programs run.



Some of the most common ways your computer can become infected with spyware
inclufe these :

Accepting a prompt or pop-up without reading it first

Downloading software from an unreliable source
Opening email attrachments form unknown senders

Pirating media such as movies, music or games




Rt N N\ ';‘2 };",mi};'.i’:l—;"_;E'f'i'y”;'iiql ;"1“'.",'« IR IR ALY
\ l’ ;f-’:"';j"" ,‘."! /;’)’-"’a."l‘ 1 )%‘l.\' | .o..‘ L5 . '.-
o el Ny BT oo e A @ 15 (%47 1255 .
w G LEGT il gV T A 4 AR
5 © ‘ P F i ot . | /8Y VIR

ANTI-SPYWARE SOFTWARE

* -Anti-spyware software is a type of program designed to prevent and detect
unwanted spyware program installations and to remove those programs if installed.

* Detectd spC}/ware through rules-based methods or based on downloaded definition
files that identify common spyware programs.

-+ Can act much like an anti-virus program b pr(.)vidin%.real—time protection and
preventing spyware from being downloaded in the firdt place.

A few examples of anti spyware software :
Bitdefender Antivirus

Avira Free Security Suite

AVG AntiVirus

Malwarebytes Anti-Malware

SpyBot Search & Destroy

Emsisoft Emergency Kit

Avast Anti-Virus

. .
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* Also known as Internet identity (11D), online identity or internet persona.

w- o : : : . : .
=.B= B=: |sasocial identity that Internet user voluntarily makes available in online communities .«
- : . .
2 gBed== and websites such as social media platforms.

— --_"‘“ * Archiving and search features of the Web make it available indefinitely.

‘ —- An Internet identity can even be comprised of things like :
‘ ‘ |1 v Login credentials

r.‘ ‘ < v" Online transactions

l": T\ v Online search activities

l "‘ v Medical history

- \/ Date of birth
-\
-O. v/ Browsing history
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Some of the entities that are interested in your private data, identity, web traffic, Internet usage habits and
other sensitive information include:

* Your ISP

e Hackers

* Advertisers

* Government surveillance agencies

¢ The authorities \ D
* Search engines and social media platforms

* Any other websites you visit

* All sorts of sses

Major Laws on Privacy :

= Gramm-Learch-Bliley Act protec

= Health Insurance Pertability:an

= Family Educational Rights and Privacy Act (FERPA) resists disclosure of educational records

ncial inf

ty Act (HIPA




WHAT 1s Securlty ?

the dlsruptlon or s
provide.

. Hackers

* Criminal offense that mvolves a computerand a
network
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"% Malicious programs Include viruses, worms and Torjan horses
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t DoS Causes computer systems to slow down or stop

% Rogue WIFI hotspots Imitate legitimate WIFI hotspot in order to capture personal information

§ Data manipulation Involves changing data or leaving prank messages
& ldentity theft Is illegal assumption of a person’s identity for economic gain

ok % Internet scams Are scams over the Internet usually initiated by e-mail and involving phishing

Is using the Internet, smartphones or other devices to send/post content
intended to hurt or embarrass another person




Malicious Programs - Malware

* Viruses

* A computer virus is a type of computer program that, when executed, replicates itself by
modifying other computer programs and inserting its own code.When this replication succeeds,

the affected areas are then said to be "infected" with a computer virus

 Worms

* A computer worm is a standalone malware computer program that replicates itself in

order to spread to other computers.

* Worms almost always cause at least some harm to the network, even if only by
consuming bandwidth, whereas viruses almost always corrupt or modify files on a

targeted computer.



Cyber Crime ._
* Cybercrime is defined as a crime in which a computer is the object
of the crime (hacking, phishing, spamming) or is used as a tool to

commit an offense (child pornography, hate crimes).

 Denial of Service

* (DoS) attack attempts.to slow down or stop a computer system or o
ik network by fleoding it with requests for information or data fr/

-

“+ Rogue Wi-Fi hotspots ~

* Imitate free Wi-Fi networks and capture any and all information sent by
the users to legitimate sites including usernames and passwords

* Data manipulation

* Finding entry into someone’s computer network and leaving a
pranksker’s message
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4
- intent.
o4 * From Greek story of deceptive ]‘rdjan Horse-Disguised as normal software

* Spread by hacker/email attachlz}?/t.
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* In computing, a Trojan horse, is any malware which misleads users of its true .
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Internet “Scams - - ‘\

i
A fraudulent or deceptive act or operation to trick someone into

providing personal information or spending money for little or no
return

* Indentity Theft
* lllegal assumption of someone’s identity for purpose of
economic gain
* Cyber-bullying
* Use of the Internet, cell phones or other devices to send or post
content intended to harm
* Phishing
* Attempts to trick Internet users into thinking a fake but official-
looking website is legitimate
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% Chain letter

- Auction fraud

™ Vacation prize

(% Advance fee loans

Fypesrof Interne

Classic chain letter instructing recipient to send a nominal amount of money to
each of five people on a list. The recipient removes the first name on the list, adds
his or her name at the bottom and mails the chainletter to five friends. This is also
known as a pyramid scheme. Almost all chain letters are fraudulent and illegal.

Merchandise is selected and payment is sent. Merchandise is never delivered.

“Free” vacation has been awarded. Upon arrival at vacation destination, the
accommodations are dreadful but can be upgraded for a fee.

Guaranteed low-rate loans available at almost anyone. After applicant provides
personal loan-related information, the loan is granted subject to payment of an

“insurance fee”.



Principle measures to er

* Restric
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~J9 Biometric scanning
v

* Fingerprint scanners

* Iris (eye) scanners
* Passwords

.| Dictionary attack
 Uses software to try thousands of common words sequentially in an attempt
to gain unauthorized access to a user’s account.

So,there is still a risk to crack password.We have to set the limitation on numbers of &
times the wrong password was entered.




Automatedp Sewcur‘_lty Tasks- = o

Ways to perform and automate |mportant securlty tasks

* Security Suites

v Provide a antivirus program designed to protect your privacy and security

* Firewalls

v Security buffer between a corporation’s provide network and all external
networks

* Password Managers

v"Helps to create strong passwords . Such as at least 8 digits with upper letter and
numbers.
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* Coding informatlon to make it unreadable ,except

no have the encryption key

encryption,
networks (VPNs),Wireless network encryption.

e, E-mail encryption,File N e
Web site encryption,Virtual private B oo



Anticipating Disasters

* Physical Security protects hardware

 Data Security protects software and data from unauthorized
tampering or damage

v’ Disaster Recovery Plan describes ways to continue operating in the event of a
disaster

* Frequent backups

* Redundant data storage



* Cloud-based backup services such as Carbonite >
- Google drive.
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WHAT is ETHICS ? B

Ethics is defined as a moral philosophy or code of morals practicea by a person
or group of people.

Computer Ethics — guidelines for the morally acceptable use of computers

* Copyright

* Gives content creators the right to control the use and distribution of their
work

e Paintings, books, music, films, video games

* Software piracy
* Unauthorized copying and distribution of software
- Digital rights management (DRM) controls access to electronic media
* Digital Millennium Copyright Art protects against piracy . 1
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