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INTRODUCTION

Company Details
% MIDF stands for Malaysian Industrial Development Finance Berhad.

% Purpose is to help promote industrial growth as a catalyst for economic growth in Malaysia.

s Core Businesses: SME Financing, Investment Banking, Asset Management

Internship Details
* Role: Auditor and Data Analyst
s Department: Internal Audit - Technology

¢ Supervisor: Puan Nur Maya Abdul Rahman




DIVISION INFOMATION

INTERNAL AUDIT

INVESTMENT
BANKING

DEVELOPMENT
FINANCE BUSINESS
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ORGANIZATION CHART

Semor Vice President/ Head

NAZARIAH ABU SAMAH
Non - Executive

INVESTMENT BANKING & ASSET
MANAGEMENT ALDIT

SABARINA ABU BAKAR
Assistant Vice President

MOHD IRWANY AMINAN
Assistant Vice President

DEVELOPMENT FINANCE BUSINESS

& SHARED SERVICES ALDIT

‘AFAF MD SATAR
Assistant Vice President

NUR MAYA
e ABDUL RAHMAN
Pomiondy taed Vice President/ Head
TAN MAY YEN nwu:;z:“ MOHD KHALIL HALIM
Assztant Vice President ZAINAL ]
<e Assistant Vice P Assistant Vice President
MOHD FARIS HASSAN NAHZAMSHAR:ENA TENGKU BAHARUDDIN
Assistant Vice President SW.V unpnm' TENGKU NORDIN
Assstant Vice Pr t Gaier Avvid
NUR ALIA NADIRA
MOHD ALl HANAFIAH
Associate
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JOBSCOPE

Assisting with IT

Audits

e Assist in evaluating IT
systems, applications,
and networks to ensure
compliance with internal
policies and regulatory
requirements standards.

Data Analysis and
Reporting

e Assist in analyzing data
related to IT controls and
processes to identify
trends and anomalies.

e Preparation of audit

reports, summarizing
findings.

Supporting Risk

Assessments

e Assist in performing risk
assessments of IT
environments to identify
potential vulnerabilities
and areas of
improvement.




TRAINING DETAILS

» Internship Duration: 20 Weeks

» Series of learning and tasks

Task Activity

Week 1
Week 2
Week 3
Week 3
Weeak 5
Week 6
Week 7
TWeek 8
Week9
Week 10
Week 11
Week 12
Weeak 13
Week 13
Week 15
Week 16
Week 17
Week 18
Weeak 19
Week 20

Learn basic auditing concept
Learn ACL software

Initial Training

Data Analysis
Ongoing Audit

Working Paper

Preliminary Assessment

Project [ Task |Fieldwaork

Reporting

Final Reporting and Presentation
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END-END AUDIT PROCESS

[ Audit Field Work ] |

and Reporting £ I
Status of
————— - DAF } ______ Corrective
' Action
i
\ : I
| | : [
AWP : Executive
_____ HE Summary | |
]
: [
- I
L Risk
Assessment
(Audit | |
Rating)
e

APM " J

) Budget BOD,
Management g:;‘lflgfoﬁ::nt.
) <
[ Pre-Audit ] Annual Audit
Planning
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PROJECT OBJECTIVES

@ To automate the evaluation of IT controls, @ To identify anomalies and potential
improving audit efficiency by quickly risks within the IT environment, such

identifying weaknesses and ensuring as fraud or non-compliance.

comprehensive coverage using ACL.

To verify data accuracy and ensure that the

data being audited complies with legal,

regulatory, and organizational standards.




PROJECT TASKS

Data Preparation and Importing

» Import data from various sources (e.g., databases, logs, spreadsheets). This involves preprocessing the
data for consistency, ensuring it is in the right format, and organizing it into a structure suitable for analysis.

Identifying Anomalies and Patterns

» Apply ACL's data analysis features to identify anomalies, trends, and unusual patterns in the data. This
could include detecting suspicious transactions, unusual access behavior, or inconsistencies in system logs
that could indicate potential risks.

Automating Audit Processes

» Develop and implement ACL scripts to automate repetitive audit tasks, such as testing IT controls,
checking access rights, or validating transaction logs. This reduces the time and effort needed for manual
analysis.

Reporting and Visualization Techniques

» Use ACL'’s reporting and visualization tools to generate easy-to-understand reports and dashboards.
Present findings on risks, anomalies, and compliance issues through graphs, charts, and summary tables.

g midi = @




AUDIT COMMAND LANGUAGE

> Interface

AUDIT COMMAND
LANGUAGE

4

A specialized software
tool used for data
analysis and auditing.

SRS I

Enables auditors to analyse
large volumes of data in
diverse formats and to
pinpoint anomalies that may
signal fraud, weak controls, or
other areas of concern.

1 midf = @ UT
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TASKS AND RESPONSIBILITIES

1. Import data files as tables

@EI ONCREER S <} 2

IMPORT EXCEL TO Credit Cards Metaphor "C:\Users\\Downloads\Sample Data Files\Credit Cards Metaphor.fil"

2 FROM "C: \Use*s\Downloads\Sample Data Files\Credit_Cards Metaphor.xls" TABLE
3 "Corp Credit Cards$"™ KEEPTITLE

4 FIELD "CARDNUM" N WID 16 DEC 0 aAS "" FIELD "CREDLIM" N WID 5 DEC

5 FIELD "CUSTNO™ C WID 6 AS "™ FIELD "EXPDT" D WID 19 PIC "YYYY-MM-DD" AS

€ FIELD "FINCHG"” N WID 6 DEC 2 AS "" FIELD "MINPYMTIDUE"™ N WID 6 DEC

7 FIELD "NEWBAL"™ N WID 7 DEC 2 AS """ FIELD "PASTDUEAMT" N WID 5 DEC

8 FIELD "PMTDUEDT" D WID 19 PIC "YYYY-MM-DD" AS "" FIELD "PREVBAL"

9 FIELD "RATE" N WID 4 DEC 1 AS "" FIELD "STMTDT" D WID 19 PIC "YYYY-MM-DD" AS
10

11

12

Scripting

12
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TASKS AND RESPONSIBILITIES

1. Import data files as tables

m Edit Import Data Analyze Machinelearning Sampling Application Data Definition Wizard - Excel Import m] X
Preview Data
New > Table... . )
| t - The Wizard has identified the field properties. Use this screen to modify the Wizard's recommendations. Click the column heading to select a field.
- Open Project Ctrl+0O Script...
u - (") 1gnore this field
Recent Projects > Workspace... 1o
Field Proper ties
Save Project Ctrl+5 Folder... A Name  CARDNUM
Type  Numeric
Save Project As . | Column Title
Project... 2 Value 85901224
Commit Scripts = [
r - 3 length 16 —
Commit Scripts As 4
Close Project 5 CREDLIM | CUSTNO |EXPDT FINCHG | MINPYMTDUE |NEWBAL |PASTDUEAMT |F
6 9000[962353 [2005-08-01 00:00:00 10| 37.23| 0f2
Properties 7 8000[812465 |2004-03-01 00:00:00 14.68) 30[ 929.79 102
8 6900051593 [2004-10-01 00:00:00 113.2 129| 6408.12 of2
Delete 9 7200250402 [2004-04-01 00:00:00 101.41) o| 5891.59) of2
10 9000(778088 |2004-02-01 00:00:00 0 of 38495 of2
11 8000(778088 |2005-01-0100:00:00 0.5 20.79 85.2 10.79)2
12 10000(250402 |2004-06-01 00:00:00 0 131 131 of2
Save As 13 5700/051593 [2005-01-01 00:00:00 0 10| 3235 of2
14 7300(778088 [2005-09-01 00:00:00 0 0 o of2
15 8000(778088 |2004-03-01 00:00:00 14.46) o 1280.69] of2
Page Setup 16 6000[051593 [2005-01-01 00:00:00 0 0 0.02 of2
Print Ctrl+P 17 9000{051593 |2005-09-01 00:00:00 0 10 19,95 of2
9000(878035 |2004-10-01 00:00:00 0 10| 455.12 of2
Pnnt Prewew 18 9500|778088 [2005-10-01 00:00:00 0 10| 48.67| of2
19
) ) 1000(778088 |2004-11-01 00:00:00 0 i 0 of2
Print Project Contents 20
aanni?snan?  nna.nt.nt nn-nn-nn 54 Q1 AS 2AAR Q3 nz
21
23 < Back Next > Cancel Help

13 midi 5 @
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TASKS AND RESPONSIBILITIES

1. Import data files from PDF to tables

X

Data Definition Wizard - PDF File Definition a
PDF Parser  xpdf Record Length 346
Hint: Select a field by dicking and dragging. A field may span more than one line. ‘
sealassallussl ...20...I....30...I....4G...\....50...\....EO...I....'.'G...I....EG|
G r P ails
R un Da H S5-Novwv- 2 4 12 2 1
A cc Accr al
Short N a e AcchAc al
Full Nam Accou Accru 1 G
K = v Code : 47176
lhctive Users for Acc Accrual
Azwani (Rzwani Azizan GFinance)
Rahman (Abdul Rahman Ab Rziz - GFi
Inactive Users £ Ac cru
nurhazira r ra nti AbD Ra
3 a biah ({Sitci Salbiah B Azman - R
Save Load
< Back \ Next > Cancel Help

Text format

14

Data Definition Wizard - Excel Import O X
Preview Data

The Wizard has identified the field properties. Use this screen to modify the Wizard's recommendations. Click the column heading to select a field.

| 1gnore this field
Field Properties
Mame  Active_Users

Type Text

Column Title
Value AccAcoua

Length 45

F2 F3 User_Activated_ FS

YES
YES

YES
YES

YES
YES

YES
YES

YES

<Back | Mext> | Cancel Help

Table format
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TASKS AND RESPONSIBILITIES

. Verify Fields X
2. Check and verify data g
Name Titke St.. Category  Llength Decmals  Type If gﬁ[‘,ﬁ:“
CARDNUM  CARDNUM 1 N 32 0 PRINT CUSTNO
CREDLIM  CREDLIM 3 N 10 0 PRINT %PELG
CUSTNO  CUSTNO 5 c 12 0 UNICODE MINPYMTDUE
EXPDT  EXPDT 55 D 3 0 DATETL... AddAl NEWBAL
FINCHG  FINCHG 93 N 12 2 PRINT otk all
3 MINPYM... MINPYMTDUE 05 N 12 2 PRINT
ety X NEWBAL  NEWBAL u7 N 14 2 PRINT ([ cerm ] :ﬁfu
PASTDU... PASTDUEAMT 31 N 10 2 PRINT STHTOT
PMTDLE. .. PMTDUEDT 141 D 8 0 DATETL... E
Main  More  Output PREVBAL  PREVBAL 1w N 14 2 PRINT ==
Edit
[ Verfy Fields... ‘ Name Title Stat Category Length Decima
From Table Credit_Cards_Metaphor ~
CARDNUM CARDNUM 1 N 32 0
CREDLIM CREDLIM 3 N 10 0 oK Cancel Help
CUSTNO CUSTNO 43 C 12 0
EXPDT EXPDT 55 D 38 0
FINCHG FINCHG 93 N 12 2
MINPYM... MINPYMTDUE 105 N 12 2
NEWBAL NEWBAL 117 N 14 2
K.
As of: 01/13/2025 21:51:57
G d: VERIFY FIELDS CARDNUM CREDLIM CUSTNG EXPDT FINCHG MINPYMTDUE NEWBAL PASTDUEAMT PMTDUEDT PREVBAL RATE STMTDT ERRORLIMIT 10 TO SCREEN

OK Cancel Help | Table: Credit_Cards_Metaphor

[0 data validity errors detected

15
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TASKS AND RESPONSIBILITIES

3. Audit Processes

» Total expenses for each category code

A | [0 weiore # [T]] Trans_by_Code 1 b X
Summarize Fes Indacc
Main | More | Output | R oo | w| [Mone] =
Summatize Or, | Subtalal Fislds., | CODER AMOUNT COUNT |DESCRIPTION
1] 2 |Elactrical Contractors &
Mame Title ENEEIREIT Title | ... | cate g E ;?’F'EI’I"W C”"";‘L'T,’Eh, o
CODES - 4 2 Typeselting, Plate Making, & Related
CODES 41 C 5 3 Unitad aidi
CUSTNG  CLSTNO 4 C & | Vnited Alrlines
DESCRI... DESCRIPTION 4 C B 1 An.'le-rll:ap Airlines
P 3 T 2 | British Airways
(] 2 AirFrance
9 3 Lufthansa
Qther Fiekds... | 10 3 | Air Canada
- 11 3 AIr Mew Zealand
MHame Title | k... | Ci 12 3 ElAl
AMOLUINT  AMOLNT 20 N i3 3 | Delta
CARDNLM  CARDNUM 1 C 14 7 | Morthwest
CODES CODES 41 C i5 7 s Air
CLISTHRO CLSTHO 45 cCw 16 7 Southwest
£ 4 ‘ * 17 1 | Midhwest Express Aidines, Inc
- 18 1 | Alaska Airlines
W Presat Jf | ] 1 | AirChina
mn | 1 | Amarran Intl Rent- A" ar il
i 4
bk I Lancel Help | [ efauk_view |

16 midf 5
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TASKS AND RESPONSIBILITIES

3. Audit Processes

» List amounts for each card number

Classify
Man | Mo | Dutpt |
Classdy Or | Subol Fukds
CARDMUM | | [meme | e | ... | Catey
LAMOUNT | AMCLT |20 W |
£ 3
J-
Carcel_| b

17

% Tota 4 [TT] Trans_april_by_coN |

0 | Defauk_Yiew |

Filtr I roches:
B % o K =] |iNore)  ~]
CARDMLIM COUNT | AMOLINT _
I 1] 17063 .
2 1 B99.76 :I
3 1 T30 46
4 1 106.01
] 1 ne.ar
b 1 53414
7 1 95415
8 1 Y4210
) 1 55571
10 1 g4 96
11 1 81.27
12 1 44 .22
13 1 47531
14 1 197 62
15 4 8. .17
16 4 313040
17 4 245011
18 2 555.23 -
1 | ¥
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TASKS AND RESPONSIBILITIES

3. Audit Processes

» ldentify unacceptable transactions

Relations N ! # 77 Trans_npril_Unacceptable LR
Faltar: Indes:
- P B | V% ¥ E =] [More) =]

Type | Narme | { Type ] Name CARDNLIM AMOUNT [TRANS DATE [CODES | CUSTND | DESCRIPTION

N AMOUNT C Codes d

C CARDNUM C Codes_Sub_Unacceptable i

C CODES . f C Description 5

C Codes_Sub_april ]

C CUSTNO 7

C DESCRIPTION “= End ofFile ==

D TRANS_DATE € »

~
< 2 Il ol
|| oefaur_wi
Add Table. . Firish Help —

18 midi = @




TASKS AND RESPONSIBILITIES

4. Reporting - ACL

Command: OO REFORT Default_Miew

Page i
Froduced with ACL by: Beta Testers Only, No Commerciml Tse

Tnacceptable Transactions at Hetaphor

First N Last Name Dept HName AMOTNHT DESCRIFTION

TEANS DATE CARDHUN

19

COES

CUSTHO

midf =
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TASKS AND RESPONSIBILITIES

4. Visualization - ACL

anjgs,

Clasg il

BOO0N 18

40000

10000

Wi
FELOL
Wi

=
=
(=
h

2rril
FERDL
EFEOL
azint
Laink

Yandor_Nio

ELROL

Command: CLASSIFY ON Vendor_Mo SUBTOTAL Invoice_amount TO SCREEN

Table: Ap_Trans

Filter: {vendar_no > "10000" } and {(vendor_no < "11000"} (31 records matched)

¥endor Number | Count |Per|:ant of Count |Por|:ant of Field

Invoice Amount

10025 | s 16.13% | £1.04% 59,347.59
El 2,68% | 0.71% | £91.04
| s 16.13% | 23.27% 22,618.62
El 9.68% | 0.8% 782.04
[ 2| 6.45% | 4.61% | 44826
E] 6.45% | 0.73% 708.99
[ 2] 6.455% | 0.49% 4716
[ 4] 12.9% | 2.28% | 2,212.86
[ 4 12.9% | 4.59% 4,464.9
[ 1 3.23% | 1.48% 1,440
| 100% | 100% | 97,220.24

midi = @UTM



TASKS AND RESPONSIBILITIES

5.

Final Reporting

» Detailed Audit Finding

[Drawing]
CONFIDENTIAL
MIDF BERHAD 2024 GENERAL & IS AUDIT ON PROJECT
MANAGEMENT

2.0

21

DETAILED AUDIT FINDINGS (“DAF™)

Non-Compliance with The Supplier's Due Diligence Process During
Procurement Stage

Criteria:
1. Operational Procedures for Procurement (ADM-OP-PP) dated 17.08.2022

Clause 6.14 - Selection of Supplier and Due Diligence

6.14 1 Supplier evaluation or assessment is the process of evaluating, assessing
and investigating potential suppliers’ background prior to issuance LOA,

6.14.2 The evaluation or assessment process should be thoroughly conducted
by Administration Department and / or the relevant Department/Division
of the respective transaction.

6.14.2 Relevant information to be gathered on the supplier during the due
diligence/assessment exercise shall be as listed below: -

21

| [Drawi

2.0|
241

DETAILED AUDIT FINDING
Lapses in the Access Control Management of Quantum System

i. Two (2) Dormant IDs for existing staff in Quantum System are still active
and not disabled as per procedures.

ii. Password Length in the Quantum System is not configured from 8 to 14, as
per new revised Password Policy

Criteria:

Operational Procedures on IT Security Operations (GIT-OP-S0) dated 1 October

2024
5.1 Access Control,

a) Policy & Standard: 1S027001:2022, A5 15/ 516/ 517/ 5.18/ 5.36, A7 7,

« AB1/8.2/8.3/85/8.15/8.18 A18

= Users shall only be provided with access to the network and services that
they have been specifically authorised based on business needs through
onboarding/offboarding process.

o 3ystem owner reviews user access semi-annually through access control
listing (ACL) review exercise facilitated by MIDF IT Security Team. The
scope of ACL shall not be limited to few systems however ta be holistic to
include network devices, key infrastructures and applications.
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THANK YOU
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In the Name of God for Mankind
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