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About the company

• Beyonics Pte Ltd, which was established in 1981 and has its headquarters in Singapore.
• Beyonics iPark was opened in 2015 at Indahpura iPark, Johor, Malaysia. 
• The campus manufactures precision-engineered components with extensive expertise in 

tool design & fabraction, plastic injection molding, aluminium die casting, precision 
machining, polymer compounding, PCBA, product assembly and associated value adding 
processes.

• Beyonics iPark specializes in providing customized technical solutions by working 
together with its customers to analyse product design, offer material and manufacturing 
solutions, and implement optimized production and supply chain programs to fulfil 
customers' specific needs.



The team



Firewall Optimization
and

Network Enhancement project



Firewall Optimization and Network Enhancement project

Project Objective
● Reduce the network operational costs by transitioning from MPLS to IPSec Tunnel.
● Implement SD-WAN load balancing method to optimize network performance.
● Distribute the network traffic equally across the network for enhanced resource utilization.
● Configure and integrate PPPOE for flexible and secure connectivity.
● Align security policies with industry best practices and address emerging cybersecurity 

challenges.
● Enhance the overall agility and robustness of the network infrastructure.
● Position the network for future scalability and adaptability.



Firewall Optimization and Network Enhancement project

IPv4 Policy Configuration Page
IPV4 policies are applied with incoming and outgoing interface, source 

and destination, action, inspection mode, security policies, and logging.

Load balancing configuration



Firewall Optimization and Network Enhancement project

IP Sec Tunneling

Firewall update



Firewall Optimization and Network Enhancement project

Web Filter configuration
In web filter, there was a category-based filter for the website where we can 

configure to allow, monitor or block the websites based on the categories. 

DNS Filter configuration
DNS filtering also set which also has categories and subcategories-

based filtering with allow, monitor, and block options. 



Configuration of Cisco Switch



Configuration of Cisco Switch
● Configure Cisco 2960 Switch for the production area 

replacing an unmanaged switch
● Recover the password of the switch without losing the 

configuration



Web Development for 
Inventory Management 

System



Login page of the system

Web Development for Inventory Management System



The dashboard page

Web Development for Inventory Management System



Devices Stock page

Web Development for Inventory Management System



Manage Page

Web Development for Inventory Management System



Given Devices Page

Web Development for Inventory Management System



Return Devices Page

Web Development for Inventory Management System



Generated CSV and PDF files from table

Web Development for Inventory Management System



Recycle Bin Page

Web Development for Inventory Management System



Settings Page

Web Development for Inventory Management System



Add User Page

Web Development for Inventory Management System



Remove User Page

Web Development for Inventory Management System



Reset Password Page

Web Development for Inventory Management System



stmt bind_param prepared statement to prevent 
SQL injection

Web Development for Inventory Management System
Security Measures

mysqli_real_escape_string function to 
prevent SQL injection

Htmlspecialchars to prevent cross-site scripting 
(XSS) attacks



MD5 hashing for password

Web Development for Inventory Management System
Security Measures

session_regenerate_id to prevent session 
fixation attacks



Upgrade the Cisco Switch 
firmware



Upgrade the Cisco Switch firmware

Use Xmodem protocol to transfer firmware



Booting system from latest firmware

Upgrade the Cisco Switch firmware



Cisco Switch 2960 Web 
Interface implementation



Configure TFTP in the switch and laptop

Cisco Switch 2960 Web Interface implementation



Transfer and extract the .tar 
archived file

Cisco Switch 2960 Web Interface implementation and maintenance



Network Cable Crimping and 
Testing



Network Cable Crimping and Testing



Other tasks

• Vendor Management
• Preparation for Annual IT Inventory Audit
• Network issues in production
• Reset and Setup PCs for the users
• Printer setup and fix issues



THANK YOU !!
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