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History Timelines

1997

MyCERT
Malaysian

GComputer
Emergency.

Riesponse
T e a m

KEMENTERIAN SAINS,
TEKNOLOGI DAN INOVASI
MINISTIRY OF SCIENCE TECHNOLOGY AND SNONATION
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2018
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MALAYSIA

KEMENTERIAN KOMUNIKASI
DAN MULTIMEDIA MALAYSIA

Malaysia Computer
Emergency
Response Team or
MyCERT as a unit
under MIMOS
Berhad

National ICT
Security &
Emergency
Response Centre
(NISER) as a
department in
MIMOS Berhad

The Cabinet decided
for NISER to be spun-
off from MIMOS Berhad
as a separate entity
under Ministry of
Science, Technology
and Innovation
(MOSTI)

NISER was officially
registered as
CyberSecurity Malaysia

CyberSecurity Malaysia
was launched by YAB
Prime Minister

Cabinet Meeting
decided CyberSecurity
Malaysia report to the
Ministry of
Communication and
Multimedia (MCMM)

Copyright © 2023 CyberSecurity Malaysia




Visi dan Misi CyberSecurity Malaysia MRS

VISION World-class cyber security specialist agency

Leading the development of a safer and more resilient cyber ecosystem to
enhance national security, economic prosperity and social harmony through

MlSSION = Provision of quality and impactful services

» Frontier-expanding cyber knowledge and technical supremacy
= Continuous nurturing of talent and expertise
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Our Functions

, CyberSecurity Malaysia assumed all NISER'’s functions, plus four (4) major
Expanded functions when we became NISER ADDITIONAL (new) functions

| CyberSecurity||

MALAYSIA

Our basic
function

National
Gyber.
SECUity

Malaysia’s
Computer
Emergency
Response
Team
(MyCERT)

Information : .
Cyber Security Securlty elusisy 2 Gyberaihreat Natmpal
Quality Researchis dechnical
Research . o
Management Risk Goordination
) Development
Services Assessment Gentre

Emergency Professional
Services Development
& Outreach

ROlICY
Implementati
on
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Cyber Risk Intelligence - Services

AAAAAAA
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DARKWEB |i  ATTACK

 OPERATIONAL || SURFACE | |\=hioR
INTELLIGENCE || MANAGEMENT | U b L
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SMART CITIES IN CYBERSECURITY
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A smart city is an urban environment that
leverages technology to enhance the efficiency
of various systems and improve the quality of
life for its inhabitants. Through interconnected
devices, data collection, and analysis, a smart
city optimizes services like transportation,
energy, healthcare, and security, fostering a
more sustainable and responsive urban
ecosystem.
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SMART CITY & THREATS & DARKWEB TR

Smart cities, with their interconnected systems and reliance on data, bring
about numerous advantages but also introduce risks, particularly in the
realm of data security:

* Data Breaches

e Cyberattacks on Infrastructure
* |oT Device Vulnerabilities

* Human Error

e Social Engineering Attacks

SMART CITY
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@

( )

System Vulnerability

Malware

Human Error

Hacker/APT/Hacktivist
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DARKNET MARKET

RAID«¢oruMs

RANSOMWARE HACKING FORUM

Darkweb

BITCOIN SERVICE
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oopy Joe’s Crowd Cam 2023-10-25 12:08:55

424 cameras in Iran IP:PORT,USER,PASS with snapshot links
by maraud3r - Wednesday June 14, 2023 at 12:37 PM

W maraud3r 424 cameras in Iran IP:PORT,USER,PASS with snapshot links

Hack any cctv camera
by kamis086 - Sunday September 24, 2023 at 01:10 PM

Hidden Content

INTERPOL
Binance verified accounts UA/EU/RU)
by juan - Saturday November 11, 2023 at 03:39 PM
GOD
Posts 146 : JAd Selling fully verified accounts! From 30 usd. Telegram: @drorgazm
Threads 38 VIP User 4 N
Joined: Jun 2023
Reputation: \”P
wae — I —
H -3 a X :)Q;‘ r_e q_
Restricted Mode is intended for safe cod... Manage leamMore X 'anagement  Live View1*  Playback & Backup Data Dashboard 2023-11-08 01:30:11 |~ AU
£ AllCCTV. Successtxt X m - T |
on Cah et
1:554 |

ndex. shtml

..... TAMI 12801
< -~

A

P.226:554/ ‘
292V

%
==l m-@g--..zﬂ Selfadaptive Sream

Florida bar America state cctv hacked by Ganosecteam
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THREATS

Darknet as a Destination for Stolen Smart City Data
SMART CITY Potential Risks Arising from Data on Darknet DARKWEB
11 Securing Smart C|ty Data Copyright © 2023 CyberSecurity Malaysia
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| CyberSecurity||
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Who owns the personal data of
Malaysians?
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JABATAN
PERLINDUNGAN
DATA PERIBADI

Kementerian Komunikasi
dan Multimedia Malaysia

Cyber I

MALAYSIA
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DATA USERS

Individuals or companies that process personal data in commercial transactions

DATA PROCESSOR

Individuals or companies that process personal data on behalf of data users

DATA SUBIJECT

Owner of personal data Ex:Employees or Customers

Copyright © 2023 CyberSecurity Malaysia



15

ADDRESS |

EMAIL

PHONE NUMBER

AAAAAAA
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STATISTIC TYPE OF DATA LEAKAGE
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Count of
thread
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Admin panel / Customer Data Sensitive Data  Email Access Document Webshell
Cpanel Leak Leak
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DATA BREACH VS

A data breach occurs as a
result of a security incident or
when cybercriminals bypass
security controls or launch a
successful attack on systems.

DATA LEAKAGE

Data leaks happen due to

missing
protection.

controls

and
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CAUSES OF DATA LEAK & BREACH

Top Causes of Security Breaches and
Data Breaches

01010

85% 61% 13%
of breaches involved of breaches involved of non-DoS incidents
a human element credentials involved Ransomware

© N O Ul W N

18

/ TRUELIST Data Breach Quickview 500
June 2023 BREAGHES
' Top 5 Targeted Countries svnumseror arracks
1. SOUTH AFRICA 3. TAIWAN 5. SWEDEN
319 23 13
2. UNITED STATES 4. SINGAPORE
30 18
Top 5 Targeted Industries
BREACH EVENTS
3% Sihems o
of breaches involved Governmen t — ss
vulnerability exploitation :::::” =§:4

Source: Comparitech

© Copyright 2023 Flashpoint. All Rights Reserved.

Insider Threat

Phishing Attacks

Malware And Ransomware

Weak Authentication And Authorization
Insecure Data Storage

Third-party Vulnerabilities

Social Engineering

Human Error

| CyberSecurity||
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59B

STOLEN
RECORDS YTD

149M

STOLEN
RECORDS

2,851

DATA
BREACHES YTD

BREACHES
BY TYPE

{ FLASHPOINT

Copyright © 2023 CyberSecurity Malaysia



Cyber ||

MALAYSIA

THE THREAT TO ALL BUSINESS IN MALAYSIA

oy
= 3 e 28
HR & PAYROLL EMAIL SERVICES “ TRAVEL SERVICES COMMUNICATION

w
@ Jobstreet & salesforce A[ trivaao Booking §
T ebsRaiieia zendesk ‘a9 maxis
-

41
MYFuturedobs || Yahoo! i Reptone 49

@ & @
E-COMMERCE BANKING & FINANCE COLLABORATION SOCIAL MEDIA
6” m!ﬁ!.my Z A L O RA pog @Ink ‘ w

OneDrive

Touch
Y - o | @ @

Copyright © 2023 CyberSecurity Malaysia



20

Explore. Privately.

1980s-1990s 2002
ORIGINS OF ANONYMITY TOR NETWORK LAUNCH

Cyber ||
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THIS HIDDEN

2017
DARKNET MARKET TAKEDOWNS

1990s
THE ONION ROUTING PROJECT

Tor

TorProject.org

2011
SILK ROAD

* Silk Road - oot e

Srowaing ougs
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- Surface Web LS ——g

Indexed and easily searchable.

Wikipedia . ° Bing

agemic information
Not indexed, tougher to find.

Subscription information

Medical records :
Private databases

Legal documents : -
e—— Financial records

Scientificreports ——=»
e——————— Government resources

Corporate intranets ———e
&————— Human resource records

6% Dark Web S : -« IRC

Obscured, difficult to discover. I2P ———eo

e————— Private communications
TOR encrypted sites —e
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O g7Isgifréifeng2wnjp46d3jcsxdux2sfcn6jz3ceyoutjwdgkentaqd.onion

Hello There, Guest! ¥ Login Register =

DARKWEB URL CHARACTERISTIC:

1. Some of them are very long
2. Random combinations of letters and numbers
3. Ended with .onion top-level domain names.

http://dreadytofatroptsd;6io713xptbet6onoyno2yv7jicoxknyazubrad.onion
http.//paamr3p3tppwqvvapibfaZjowrehgd36c56/zr26qgormagvhégt4jyd.onion
http.//hydraclubbioknikokex7njhwuahc21571fiz7z236md2jvopda7nchid.onion

http.//tmglsddsbusxqsghympkjfbddume3olbvpqdrpxvexplhd4z7bxucdid.onion

http://mlyusréhtixsyc7t2f5z53wdxh3win7q3gpxcrbam6jf3dmua7tnzuyd.onion

http-//asap2udpvpinkzl7ecledSwajo;nftjaddwvovi3jrvhangeyqb7ziid.onion

http.//darkzzxdavesuofgfezSzq75cqcamprviqywo4dSdfcaxrwqgbqrlfid.onion

http://rrim2f22!pqgfthyydgkxxzv6snw55qvc2krit2q55717z4te7fsvhbid.onion
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C FINANCING AND FRAUD
RANSOMWARE

DARKNET MARKET

HACKING FORUM ILLEGAL PORNOGRAPHY
[ NONinNv)
®0 l(@
Q00 AN
SOCIAL MEDIA —

BITCOIN SERVICE
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IrAQ

TP

r\—f
RANSOMWARE

METHOD

helpdecrypt@msgsafe.io

YOUR FILES ARE ENCRYPTED

Do not rename encrypted fies.

Do not try to decrypt your data using third party software, & may cause permanent data loss.

Decryption of your fies wth the help of third parties may cause increased price (they add ther fee to our) or you
can become a victim of a scam

1‘2.0 LEAKED DATA wi) CONDITIONS FOR PARTNERS AND CO!

UNTIL FILES

8D 12:07:04

PUBLICATION

MOTIVATION

Cyber ||

MALAYSIA
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RANSOMWARE INCIDENT

|| CyberSecurity ||
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B W TWITTER > i HOWTOBUYBITCOIN > @ CONTACTUS
LOCKETER LEAKED DATA

ed PRESS ABOUT US > ﬂ AFFILIATE RULES > £ MIRRORS

chat: i******ii*iﬁtGBZE47

ki You will find out about this after all the stolen data is published, in case you do not want to pay for a ’
UNTIL FILES e
quality pentest of your corporate network.
13.05.2023 13:29:28 UTC
2D22H13M10S

ok, can | buy for 100,000 USD? you like? g

P U B LI CATI 0 N 13.05.2023 14:27:05 UTC
L J e 20 000 000 $

13.05.2023 15:31:53 UTC
Deadline: 15 May, 2023 21:08:46 UTC why is it so big, at least give us 1 sample username and password you stole we will take it at g
10,000,000 dollars
bankbsi.co.id 13.05.2023 15:55:53 UTC
On May 8, we attacked Bank Syariah Indonesia, completely stopping all of its services . v
The management of the bank could not think of anything better than to brazenly lie to their customers and partners, reporting some kind of - - ol v ¢ - v o . . . . L .
“technical work™ being carnied out at the bank,

We also want to inform you that in addition to the paralysis of the bank, we stole about 1.5 terabytes of private data
The stolen data includes:

1)94d g personal inf of more than 15 million , employees (phone bers, addresses, names, d
information, account amounts, card numbers, transactions and much more)

2) financial documents

3) legal documents

25 Copyright © 2023 CyberSecurity Malaysia



Establishing a Connection X  + W Connecting.

C  © TorBrowser Search with DuckDuckGo or enter address

Establishing a Connection

Tor Browser routes your traffic over the Tor Network, run by thousands of volunteers around the
world.

Cancel

@ Tor connected successfully

& brave

Search the web privately

Private window with Tor X
connectivity

Brave doesn't store browsing activity
from private windows. With Tor
connectivity, it becomes more difficult
for sites to see your true IP address
and for network observers to see what
sites you visit. However, if your
personal safety depends on
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X

(1)
The TOR
Client
has a list
of nodes
HE
directory
server

How does the TOR network work?

A

\/

The TOR
client
establishes a
new, random
connection
via nodes for
each request

-

© TORnode

- % Encrypted
connection

Unencrypted
connection

Cyber ||

MALAYSIA

1) oniwayzz74cv2puhsgx4dpjwieww4wdphsydqvf5q7eyz4myjvyw26ad.onion

Circuit for oniwayz...yw26ad.onion

Tor Circuit

This browser
4+ Sweden (guard) 195.198.149.226

== Germany 89.58.56.112, 2a03:4000:6a:37::1

AY

B poland 95.214.53.216, 2a03:cfc@:8000:7: :5fd6:35d9 ion sites...

Onion site relays

oniwayz..yw26ad.onion

Search
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user device
secured by VPN client

how a vpn WOrks

encrypted VPN tunnel VPN server

ISPs gov hackers

internet

internet

Cyber ||

MALAYSIA
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BEING ANONYMOUS

30

Tails os

Tor Browser

Hotspot WiFi

VPN

Proxy

OpenPGP

Bitcoin

Non-Personal Laptop

Never shared information

TOR OVER VPN

| CyberSecurity||

MALAYSIA

e

VPN OVERTOR |
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SOCIAL MEDIA
 Reddit - https://www.reddittorjgbrue252oqgsxryoxengawnmo46qy4kyiiSwitgnwfi4dooad.onion
 Facebook - https://www.facebookwkhpilnemxj7asaniu7vnijjbiltxjighye3mhbshqg7kx5tfyd.onion

EMAIL

« Mail2Tor - http://mail2torjgmxgexntbrmhvgluavhj7ouul5yar6ylbvikxwqf6ixkwyd.onion
* Onion Mail - http://pflujznptk5imuféxwadfqy6nffykdvahfbljh7liljailjoxrgvhfid.onion

NEWS
« Tor Times - http://tortimeswqlzti2agbjoieisne4ubyuoeiiugel2layyudcfrwin76qd.onion

SEARCH ENGINE
« Haystak - http://haystakbnjsmn2hgkewecpaxetahtwhsbsa64jom2k22z5afxhnpxfid.onion

USE AT YOUR OWN RISK

32 Copyright © 2023 CyberSecurity Malaysia


https://www.reddittorjg6rue252oqsxryoxengawnmo46qy4kyii5wtqnwfj4ooad.onion/
https://www.facebookwkhpilnemxj7asaniu7vnjjbiltxjqhye3mhbshg7kx5tfyd.onion/
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Fraud 1240

Drugs & Chamicals

Digital Products

Counterteit Mema 60
Jewels & Gold 10
Services %

Softwaro & Hosting 100

Others 218

Sx MyBrand - Pincapple 1.

$1926

Sollor. Black

BIC XMR

O wessaces ) Ewaveer: [

Bacoma a Vendor

® suronr @

> Drugs & Chemicas

‘

v horo

10 MOMA Champagne (F.
2159

Solor. Black

10 Crystal Meth 99% (Fre.
$37.30

Sellee. Blackis!

- | 8
o |

Ships from

Min. price

Currency

BOHEMIA

o
" o ) 506

Cyber ||
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aqlpsdoevacdL

eTCE A

Support  Subdread

No Feedback

Benzos (0.000061
Cannabis
Dissociatives
asy
Opiods

Other Drugs

w7 Prescription
Psychedelics (0.0004618
- i Steroids ®
> Stimulants

Digital
Fraud
Other Listings

Services

U0 #1408

DOLIIAN COCANE STRAIGHT FROM

Login

My Purchases @

User Control Panel O 2#A Securty 6
&) w Walleto InlrmantnCemevo
J omatior
W) y

/ !\‘l)"\‘
-“\ki QI

MIRROR CHARLIE

+Drugs & Chemicals

+ Stimulants

hrough these &
\diions a

+ Cannabis ayout and line |

Shipment from: = Worldwide v Deliverto: ~ Worlk

.0

1gKali Mist, fr

~G@Q =00

560 TIN TIN KUSH £308

+Ecstasy
+Psychedelics
+ Dissociatives
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AAAAAAA

COMMUNICATION IN DARKWEB

& TOX Q @ piscord

Telegram

¢

b Proton Mail
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Baphomet ®
The breachforums|.]vc appears to be

Ifgoz3pgrk3zw57my4vybgblpfeayd

-onion . L. Jsample. 2
- = @nq Ry 9.9 @

seized at the moment. This is only the T\ S M \/ |
domain, nothing to do with any of our ping! 3.20 PM X Q' © s éz;
infrastructure. Won't be the last time s N @& 2\
most likely. ’ do u have sample db forf i dmy and [ kom ?
3221 PM

Please use our tor link for now: i ) o,
http://breachedu76kdyavc6szj6ppb Hello ] ° o @ :

s N % . 0..%

" -

Cyber I

MALAYSIA

Baphomet pinned "The breachforums|.]v.." | will request this G:Lm sample for you \g
| NN ST R 7— 7 NI - R =

Koenixa
Damn . .

€ Forum discussion D Inbox x
| saw you typing

. : d b Thu, Jun 22, 3:52AM
How's the fishing [ 4 uun
. A tome

sOkom Hello bro!
damn You are invited on our craacking community.

criigiii to
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THIS DOMAIN HAS BEEN SEIZED

The domains related to BreachForums

®

have been seized by the Federal Bureau of Investigation, U.S. Department of Health and Human Services, Office of Inspector
General, and the Department of Justice in accordance W|th a seizure warrant issued pursuant to 18 U.S.C. §§ 981, 982, inter alia,
by the United States District Court for the Eastern D|str|ct of Virginia a$ part of law enforcement action taken in parallel with the
U.S. Secret Service, Homeland Security Investigations, the New York Police Department, the U.S. Postal Inspection Service, the
Dutch National Police, the Australian Federal Police, the United Kingdom National Crime Agency, and Police Scotland.

THIS DOMAIN HAS BEEN SEIZED

The domain for

RAID¢oRG®s

has been seized by the Federal Bureau of Investigation, the United States Secret Service, and the Department of Justice
in accordance with a seizure warrant issued pursuant to 18 U.S.C. §§ 981, 982, inter alia, by the United States District
Court for the Eastern District of Virginia as part of law enforcenfent action takenin parallel with Europol’s Joint
Cybercrime Action Task Force, the United Kingdom’s National Crime Agency, the Swedish Police Authority, the Romanian
National Police, the Internal Revenue Service Criminal Investigation and other international law enforcement partners.

POLICE

SCOTLAND

Keeping people safe

POILEAS ALBA { National Crime Agency

THIS HIDDEN SITE HAS BEEN SEIZED

@ Hive

The Federal Bureau of Investigation seized this site
as part of a coordinated law enforcement action taken against Hive Ransomware.

UPEIIATIIIN COOKIE MIINSTEII

Genesis Market’s domains have been seized bx the FBI pursuant to a seizure warrant

issued by the United States District Court for the Eastern District of Wisconsin. These

seizures were possible because of international law enforcement and private sector
coordination involving the partners listed below.

Been active on Genesis Market? In contact with Genesis Market administrators?
Email us, we're interested: FBIMW-Genesis@fbi.gov

pouTi
112

= EUR™POL ﬁ’POLIISI

" Teurojust JSONRIE:

i =mg=><

This action has been taken in coordination with the United States Attorney’s Office for the Middle District of Florida and the
Computer Crime and Intellectual Property Section of the Department of Justice with substantial assistance from Europol

37 Copyright © 2023 CyberSecurity Malaysia
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Threads in
Subforum

38

[SELLING] Malaysia ABX Express Hacked Database - 36 Million Records ( 12

[SELLING] Corporate Databases of MNC Ben Line Agencies For Sale

AirAsia Group (MY, ID, TH) Data Sample Leaked by DAIXIN Team

hacxx

~ICHISTORE.CC+ ALL IN ONE ACCOUNTS STORE < EVERYTHING YOU NEED IS HER

Wizdi 40U

Hacxx IPTV Malaysia - Get Access to 37 Publicly Available Malaysian Channels
hacxx

500 + PSD TEMPLATES | Tools | PRIVATE COLLECTION (12345
Aged_Butler

[SELLING] GOV EMAIL ACCESS TO THESE COUNTRIES (gov.Fr, gov.In, gov.Ng, gov.My, govVin (12345

Twofactors

desorden’s Forum Info

Post Content

‘Add to Buddy List

Addto lgnore List

Report User

Cyber ||

MALAYSIA

Date + Time

Regular Sales

Regular Sales

Compromised

Resgular Sales

Hacking Tools

Regular Sales

Regular Sales

Find Al Posts)

Find All Threads)

Find All Threads Liked For — Find All Posts Liked For

(Find Al Liked Threads — Find All Liked Posts

Details] [Rate!

76 NSP [Donate]

Bet Against This User]

View Allitems

Details|

Last Post:

Last Past:

Last Post: hacxx

Last Post: mipiv88594

Last Post: Twofactors

User Information
(Joined date, # of posts, etc.)

Copyright © 2023 CyberSecurity Malaysia
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[SELLING] Corporate Databases of MNC Ben Line Agencies For Sale

oToa

b

Malaysia

One Year of Service

MALAYSIA

Cyber "

MALAYSIA
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CASE STUDY — SITE OVERVIEW (MARKET)

Other _:‘554 19 20
Security 388
Software 1061

Hacking For Newbies

$0.0000621
Digital Goods 43611 SEPEVEVES (52°v‘;)v§4~7m
Drugs 46109
Drugs Paraphematia [ R
78
/O
Services 3835 -
= Order
e ESCROW
Other 3370 [EEE
B Exchange Premium Carding Package
B i $0.0003107
mBTC  1000.0 OnePiece (7400) (4.83 %)
USD  16088.0 PH - WwW
EUR  13729.3
GBP  12040.6
CAD  20552.8
AUD  20758.8
SEK  134094.9
NOK  130044.7
DKK  102160.3
TRY 610545 "
i Go to Windows updates anonymously
HKD  124855.0 $80.0000621
:I‘\IL}’?B i’g;gggfs HappyEyes (5200) (4.79 %)
: WW — WW

JPY 1822398.0

- Windows 10
EscROW

Onion mirrors

t3e6ly3uoif4zcw2.onion
verified @

4445464748495051525354@

731986-Hacker's Desk Reference

B0.0001864
color (8000) (4.76 %)
GB - WwW

6 BITCOIN RANSOMWARE EASY MONEY
SYSTEM

B80.0003107

TheWealthMaker (1550)
(4.78w)
WW —- Ww

HACK ANYONE USING THEIR IP ADDRESS

B80.00p#486
TopNotchMoney lydker (4500)
(4.74 %)
WW - Ww

PayPal - Scam Page (Phising site) [Looks Great]

$0.00031
MicroDroper (2350) (4.91 %)
WW - WW

jd6éyhuwcivehvdt4.onion
t3e6ly3uoif4zcw2.onion
Tep7acrkunzdcwa3l.onion
vilpagbrnvizecjo.onion
igyifrhnvxq33sy5.onion
6qglocfg6zq2kyacl.onion
x3x2dwb7jasax6tq.onion
bkjcpazklkkmowwg.onion
xytjqcfendzeby22.onion

nhib6cwhfsoyiugv.onion
k3pd243s57fttnpa.onion

PASSWORD MANAGER KIT

80.0001224
ElCartel (1800) (4.86 %)
WwW - Ww

PayPal - Scam Page (Phising site) [Looks Great]

Vendor MicroDroper (2350) (4.91y¢) (@ 67/1/3)
Price 80.00031 ($4.99)

Ships to  Worldwide, Worldwid:\
Ships from PM o

Escrow Yes

Price

Product Desdription

Product description

You will get all files for build phishing PayPal site. Look perfect.

We are not include support to the product, so if you have 0% knowledge about site
building and php - please do not make an order.

Shipping options

80.00 ($0) You will get download link

Add to cart ’

Product Reviews | @™ !

Pr>ﬁuct ratings

53d W w wowowe Enter your comments here

Figure 1. Snapshot of Dream Market and an Example of a Phishing Product for PayPal.

40
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CASE STUDY - SITE OVERVIEW (CARDING)

Home Buy CC CC Orders Buy Dumps Dump orders Checker Tickets support online

| CyberSecurity||
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Dumps

Bulk order

Country Dump type Dump mark Debit/Credit

Al ~| Anjusa All ~  All| Visa | Master Al - [“lpesm [V creom

All| Gold | Platinum

Se a rc h F u N Ct i O N a I ity Bins Bank & State & City Base and other Additional

380282, 376282 Bank: All - All A

State: All - Expiring 09/15

—
Trackl g

Exp. date (1312)

city: All -

Bank Identification Number Credit Card Type | | Expiration Date Bank Name cose

101
201
Didn't find the bin you wer looking for? Need more dumps of ph\tticular bin? Try our partner's shop - Bulk Orders - Low Prices! Clear
Bin Card Debit/Credit Mark Expires Track 1 Code Country Bank Base Price Cart
374328 m== AMEX DEBIT PREPAID 05720 Yes 122 S United States, WA AMERICAN EXPRESS ~ American Sanctions 218 py
. KENT, 98030 COMPANY 180
Dump or cc of this
particular bank (BIN)
cannot be replaced
or refunded.
517805 [J ASTERCARD CREDIT PLATINUM 1217 Yes 101 S United States, N/A, CAPITAL ONE BANK  Imperium Romanum 2 528 "
.0 (USA) N.A.
Dump or cc of this
particular bank (BIN)
cannot be replaced
or refunded.
557621 [J MASTERCARD DEBIT PLATINUM 10/15 Yes 101 S United States, NC,  SUNTRUST BANKS ~ American Sanctions 288 =
BURLINGTON, 27215 INC. 180

Dump or cc of this
particular bank (BIN)

Ammnnt ha caninand

Figure 3. An Example of a Carding Shop Featuring Stolen Credit Cards
Copyright © 2023 CyberSecurity Malaysia
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The Dark Web Price Index 2022 — based on data
scanning dark web marketplaces, forums, and websites,
revealed:

*Credit card details and associated information.
Cost between $17-5120

*Online banking login information costs $45
*Hacked Facebook account: $S45
*Cloned VISA with PIN: S20

*Stolen PayPal account details, minimum $1000
balances: $20.

HELPNETSECURITY
CREDIT CARD DATA

PRODUCT

Credit card details, account balance up to 5000

Credit card details, account balance up to 1000

Stolen online banking logins, minimum 2000 on account
Israel hacked credit card details with CVV

Hacked (Global) credit card details with CVV

Spain hacked Cr;dit card details with CVV

Cloned American Express:;i; PIN

Canada hacked credit card details with CVV

Australia hacked credit card details w/CVVVV

Cloned Mastercard with PIN

Cloned VISA with PIN

Stolen online banking logins, minimum 100 on account

Australia hacked credit card details with CVV
Walmart account with credit card attached
USA hacked credit card details with CVV

UK hacked credit card details with CV

SOURCE: PRIVACY Affairs

Copyright © 2023 CyberSecurity Malaysia
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Avg. dark web price
$120

$80

$65

$25
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E 60K COMBOLIST Malaysia NEW X

File  Edit  View

wan75@yahoo. com. my: 664809
haffiaddin@@@yahoo. com.my:haddin
ch @yahoo. com.my: coklat
mazmdisa@yahoo. com.my:8thatCuervo
antihipokrit_pink@hotmail.com.my:kentangl

lyahoo. com.my : oceanblue94que

cheryl_bella@yahoo. com.my:@17andy@fm116@msn . com
annadha91@hotmail. com.my:annadhal9
sitizahidah89@yahoo. com.my:

dyahoo.. com. my: jm658
zaphianrizal yahoo. com.my:750316zre
nakadnaz@yahoo. com.my:123
puteri_nana9%@
embam7063@yahoo

geronimol_56!

otmail.com.my:anis98

mohdarifsiddig. sazali@yahoo.com.my:sazali2e03
suraiyaaliahmad@yahoo. com.my:5853klarrisa
ahoo. com. my: 0309

pul@yahoo. com.my: 0139554324
paulinelhm68@yahoo. com.my: cf523906d49

User ID: f@5fa7dd-2892-454a-8d13-0d76147be62e |amin_
:18 GMT+0100 (Central European Standard Time)

Last seen: Tue Mar 21 2023 16:
Build: 64181a...0382c2

IP info: MY 124.13.41.180

System Informatiol
- Locale: English
- Time zone: +480 minutes from GMT
- 0S: Windows 10 Pro
- Architecture: x64
- CPU: AMD Ryzen 5 2600 Six-Core Processor
- RAM: 16317 MB
- Display size: 1920x1080
Display Devices:
@) NVIDIA GeForce GTX 1080 Ti

Installed applications:
7-Zip 19.00 (x64)
43 AMD Software 9.0.000.8
Need for Speed™ Heat
Erimn Toinls Cimilndnn

E STUDY -

1009 Unix (LF) UTF

(12 cores)

| CyBerSecuriry

MALAYSIA -

SAMPLE DATA

3.02%

9.67% 28.67%

. LOGISTIC AND
TRANSPORTATION

37.65%

B reran

B covermvent [ teLecomunicaTion B sanking

Total data leak in Q1 and Q2

Copyright © 2023 CyberSecurity Malaysia
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Visualization Finding Threat Actor Monitoring

1. Threat Actor Activity monitored by weekly

p Non Activity : scrirkooss  Kincorpara DNI
Activity I Reply . Posting SsPx WRAITH MYMASTERDB

AGENCYI2345 DAIXINTEAM DESORDEN

3. Top 3 Active Threat Actor

9 JANUARY - 15 JANUARY

6 reply on
2 thread

\\\\\\\\\\\\\IHI/////////// %\\\\\\\\\\\\IIII/////////// \\\\\\\\\\\\u
. oF e S0 o
StheRingmastel=_ =/ LockBit30 \= = DeltaBoys \=
=2\ 82% S Z\ u2% /S Z 82% /S
E S = S = S

< 7
N &M\ M

1reply /
2 posting

4. Timeline Threat Actor Activity by Weekly

2 posting 1reply /

) 1reply /
on malaysia  1posting

1 posting

Treply on 1 posting
thread on malaysia

1 posting
on malaysia

DELT/ ZURI DU
BOYS THOMAS

AL
SOURCE

N

. Total Threat Actor and Incident happened in Malaysia

-4
ALL
RANSOM [ ] THREAD
WARE MALAYSIA

t4+3

44

Darxe

The Ringmaster Pongo Topazzz
Selling 450K gov.my Log caracommy Malaysia Combolist malaysia Databasa
New Thread Resurface Thread Resurface Thread Resurface Thread
2023 3 20 JUNE 2023 20 JUNE 2023 20 JUNE 2023
The Ringmaster Lockbit 3.0 Delta Boys
:‘r:gN Malaysia Emplyee pentectsolution.com.my Malaziehe
New Thread
Chucky Lockbit 3.0
Malaysia Combolist Brecke R
Resurface Thread Ongoing Campaign

Kromsec
Malaysia Combolist

Resurfoce Thread
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Incident Landscape in Malaysia

1. Graph trend for cyber incident happened in Malaysia.

Month
January February March April

51
w22 s 49
29
17
10
9
I | II
m < - ~N ™M < - ~N m <
= = = = s = = = = =

55

S0

45

35

30

28

25

20

15

10

w

o

- o~
= =

W w1

2. Infographic for summarizing cyber incident monthly.

INSIDEN SIBER MAC 2023

JUMLAH ANGGARAN KETIRISAN DATA:
12,657,189 REKOD SERTA 12.010 GB SAIZ DATA
YANG MELIBATKAN 7 AGENSI KERAJAAN DAN 9 ENTITI SWASTA

WEEK 10 — P
Yl

7 ketirisan data
WEEK 12

WEEK 11

10 ketirisan data
6 pencerobohan sesawang

ANGGARAN SEJUMLAH
ANGGARAN SEJUMLAH 267,254 DATA
179,957 SERTA

0.000334 GB DATA

WEEK 9

9 ketirisan data
2 kerentanan sistem
2 pencerobohan sistem

17 ketirisan data

e o ] e
266,738 SERTA Lh ’ b k 1943,
0.000114 GB DATA — epseeker 12.01 GB DATA

5 Joomlal

lﬁ;ilggatec‘h‘g

i>antuan

£ Joomlal’

fOLIDAY VILLA
HOTELS & RESORTS llll
PARKSON Ih.

NOA KEMENTERIAN PENDIDIKAN
RESIDENCE
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Dark Web Monitoring | IPTA

Value

11K

10K

9K

8K

B
=

w
=

n
=

=
=

(=]
=

UM

UiTM

umT

UNIMAP UNIMAS UNISZA

UPM

UPNM

UPSI

usim

UTEM

UTHM

UuM
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Measure Names

" Compromised Crede..
M stealer Log

cop
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IP Address Username Password Name Vin
ad_Mohamed_7

2602
hna82

amily

5774
Rosshalila Sharip

Count of Database
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THREAT ACTOR PROFILING

120
100
80 ¢ forum_breached 77%
¢ forum_sinisterly  12%
60 ¢ forum_raidforum 6%
40 4 forum_breach 1%
& forum_cracked 1%
20
¢ forum_nulledbb 1%
0 ¢ forum_nulled 1%
TTTTTT I T I T I I T T T I T IO AT TP AT A T T T A A T T A A I T I A AT T A I I T A AT I A T I I i I I i i
Q Y X v Sy o v > S S P ¢ telegram 1%
% & & O ¥ X g & S g ¥ 4
C & ¢ & & & & &g & &S
S SN S\ A S A O A A A\
¥ v ¥ & & & & & ¥ & & &

STATISTIC SITE THREAT ACTOR REGISTERED
TIMELINE FOR INDICATED TIMEFRAME

¢ Data_leak 22%
¢ Download_link  12%
4 Bitcoin 1M%
4 Cryptocurrency M%
4 Hacking 10%
4 Email_address  10%
¢ email 10%
4 Email_domain 6%
4 Drugs 4%
4 Fraud 4%

STATISTIC ACTICITIES OF THREAT ACTOR IN THE FORUM
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o Threat Actor

: .'." j Known as : MRFLW, EbRaHIMVaKeR and Legion
HCIjliOOn | Leaker

Target Countries : Tunisia, malaysia, Indonesiq,
Iran, Brazil, Vietham, Italy, Peru,
Pakistan, Turkey, Portugal,
Chinq, Indiq, Sri Lanka, Jepun,
Korea, Bangladesh

Last Seen : 6 October 2023

Attack Type : Hacking, Data Leak, Selling
Information on the Dark Web and
Web Defacement

Country of Origin: Believed to be
Indian
Ve )

Hajit00n is a Threat actor known “ Leaking sensitive information
as MRFLW, EbRaHiMVakKeR and ‘
Legion Leaker on various platform | Selling data and webshell on the Dark Web and
such as forum and telegram
channel Telegram

-Characteristics of HajitOOn-

\ J Involving in Campaign #Opsindia

O

Copyright © 2023 CyberSecurity Malaysia
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Introduction to Dark Web, Anonymity, and Cryptocurrency

Cybersecurity

CERTIFICATE OF ACHIEVEMENT

@ 24360 enrollments

This is to certify that Course
v ;
GWMM/J[(/J/?[L Introduction to Dark Web,
Has attended and successfully completed the course AnonymltyJ and Cryptocurrency

Introduction to Dark Web, Anonymity, and Cryptocurrency

Certificate number

Date
230744 W 30th Jun 2023

Jay Bavisi
President

100% Completed

Resume

SOURCE: https://codered.eccouncil.org/course/introduction-to-dark-web-anonymity-and-cryptocurrency

30 Copyright © 2023 CyberSecurity Malaysia



| CyberSecurity||

MALAYSIA

MINISTRY OF
COMMMUNICATIONS AND DIGITAL

THANK YOU

CyberSecurity Malaysia
Level 7, Tower 1, Menara Cyber Axis, Jalan Impact, 63000 Cyberjaya
Selangor Darul Ehsan, Malaysia
T +603 8800 7999 | F +603 8008 7000 | H +61 300 88 2999

www.cybersecurity.my | info@cybersecurity.my

o CyberSecurityMalaysia 0 cybersecuritymy o cybersecuritymy @ CyberSecurity Malaysia cybersecurity_my

— SIBER —
MALAYSIA

MADANI

GRS
. Best BST:M
Internet Security CERTIFIED TO ISONEC 27001:2013 _—
2008 & 2009 ‘CERT. NO. - ISWS 00114 SAMM 456

ACB 021 Status Company Bast Ctks Ok

dsus) € STANDARDS ) <M g @ :@%@ TTALAYSIA
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