Lab 1: Packet analysis at application layer using Wireshark
SCSR1213 Network Communications

Universiti Teknologi Malaysia

Name : MADINA SURAYA BINTIZHARIN

Matric No : A20EC0203
Section 102

Objective:

1. Understanding of network protocols by observing the sequence of messages
exchanged between two protocol entities, delving down into the details of protocol
operation, and causing protocols to perform certain actions and then observing these

actions and their consequences.

2. Tointroduce student with Wireshark software tool for packet analyzer.

3. Toanalyze protocol used in application layer such as http and dns.

Reference material: Computer Networking: A Top-Down Approach, 7th ed., J.F. Kurose
and K.W. Ross.
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PART C: DNS Trace

1.0 nslookup

nslookup tool allows the host running the tool to query any specified DNS server fora DNS
record. The queried DNS server can be a root DNS server, a top-level-domain DNS server, an
authoritative DNS server, or an intermediate DNS server. To accomplish this task, nslookup
sends a DNS query to the specified DNS server, receives a DNS reply from that same DNS
server, and displays the result.

e Torunitin Windows, open the Command Prompt (cmd) and run nslookup onthe
command line as shown in Figure C.1 and Figure C.2

B CAWINDOWS\system32\cmd.exe

»nslookup -ty

Figure C.1: nslookup result

B C:AWINDOWS\system32\cmd.exe

om nsl.time.net.my

Figure C.2: nslookup result

Prepared by: Firoz bin Yusuf Patel Dawoodi, Ahmad Fariz bin Ali Page2




1. Run nslookup to obtain the IP address of a www.microsoft.com server. What is the IP
address of that server? Add screenshot to your answer.

ft.com

2. Run nslookup to determine the non-authoritative DNS servers for domain
microsoft.com. Add screenshot to your answer.

-authoritative answer:
microsoft.com

13.77.161.179

104.215.148.63

40.76.4.15
40.112.72.205
40.113.200.201
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2.0 ipconfig

ipconfig can be used to show your current TCP/IP information, including your address, DNS
server addresses, adapter type and so on.

e Information about host, use the following command: ipconfig /all

EN CWWINDOWSsystem32icmd.exe — O X

Family Controller

-7E-88-24-E!

Figure C.3: ipconfig/all result

e ipconfigisalso very useful for managing the DNS information stored in your host.
Each entry shows the remaining Time to Live (TTL) in seconds.
Command: ipconfig /displaydns

ER CAWINDOWS system32\emd.exe — O b

Figure C.4: ipconfig/displaydns result

e Flushingthe DNS cache clears all entries and reloads the entries from the hosts file.
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Command: ipconfig /flushdns

BN CAWINDOWS\system32\cmd.exe

Figure C.5: ipconfig /flushdns result

3.0 Tracing DNS with Wireshark

e Open packettrace file dns-trace-1. Answer the following questions.

1. Locate the DNS query and response messages. Are then sent over UDP or TCP? Add

screenshots in your answer.
They are sent over UDP.

View Go Capture Analyze Statistics

Telephony s Help
Il @® RE ] v =

e, e Source Destnaten Protocol

7 2.527474 Cisco_83:e4:54 Broadcast ARP

8 3.075845 128.238.38.160 128.238.20.23 DNS

9 3.876689 128.23 DHS

9 132.15: Tcp

3 128.238. 1] P

3 132.151.¢ TP

708 132.151.6.75 HTTP

14 3.111678 128.238.38.160 P

15 3.120640 128.238.38.160 TP

16 3.128093 128.238.38.160 e

17 3.128148 TP

18 3.148016 e

19 3.148869 128.238.38.168 132.151.6.75 ICP

Frame 8: 72 bytes on wire (576 bits), 72 bytes captured (576 bits)
Ethernet II, Src: 18M_10:60:99 (80:09:6h:
Internet Protocol Version 4, Src: 128.238.38.160, Dst

128.238.29.23
User Datagram Protecol, Src Port: 3163, Dst Port: 53

~ Domain Neme System (query)
Transaction ID: Bx086e
Flags: 8x8180 Standard query
Questions: 1
Answer RRs: ©
Authority RRs: @
Additional RRs: @

v Queries
wiw.ietf.org: type A, class TN

B 0

@0 80 Bc A7 ac 00 @0 B9 6b 10 60 99 08 0O 45 B0 k

00 3a 22 9e 0 00 8@ 11 d2 81 50 ee 26 a8 80 ee - &
1d 17 Bc 5b 80 35 00 26 8a cb 0@ 6e 01 09 04 1 [5& n
@0 80 B0 A0 0@ @8 83 77 77 77 B4 69 65 T4 66 B3 wn-ietf
&F 72 67 @0 80 01 0 81 org

¥ e trace-1pcop

Length o
60 Wiho has 128.238.38.387 Tell 128.238.38.2
72 Standard query 8x006e A www.ietf.org
104 Standard guery response Ox006e A ww. ietf
62 3369 + 88 [SYN] Seqs@ Win=64240
62 89 » 3369 [SYN, ACK] Seq=0 Ack=
543369 » 89 [ACK] Seq=1 Ack=1 Win=t

429 GET / HTTP/1.1
60 89 » 3369 [ACK] Seq=1 Ack=376 Win=6432 Len=B

1434 88 » 3369 [ACK] Seq=1 Ack=376 Win=5432 Len=1380 [TCP segment of a

1434 80 + 3369 [ACK] Seq-1381 Ack=376
543369 » 80 [ACK] Seq=376 Ack-2761

1434 80 » 3369 [ACK] Seq-2761 Ack=376
543369 » 80 [ACK] Seq=376 Ack=4141

org A 132.151.6.75 A 65.246.255.51
K_PERM=1
5=1380 SACK_PERM=1

enbled POU]
asseabled PDU]

6432 Len=1380 [TCP segnent of a
860 Len-0

Len=1380 [TCP segnent of a reassembled PDU]
g Len=o

10:60:99), Dst: ALL-HSRP-routers_60 (09:00:0c:07:ac:00)
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools

Help

aAmn @ REQe=EFE S aaal

(W] i L

Ho. Teme Source Destmation Frotozol  Length o
72.527474 Cisco_83:e4:54 Broadcast ARP 68 Who has 128.238.38.387 Tell 128.238.38.2

- 8 3.075845 128.238.38.160 128.238.29.23 DHS 72 Standard guery @x@@6e A www.ietf.org

L 9 3.076689 128.238.29.23 128.238.38.160 DHS 104 Standard query response @xBBbe A wae.ietf.org A 132.151.6.75 A 65.246.255.51
10 3.078479 128.238.38.160 132.151.6.75 TP 623369 + 80 [SYN] Seqed Win=64240 Len=d MSS=1468 SACK_PERMa1
11 3.096413 132.151.6.75 128.238.38.160 T 6288 + 3369 [SYN, ACK] Seq=B Ack=1 Win=5840 Len=@ MSS=1380 SACK_PERM=1
12 3.096463 128.238.38.160 132.151.6.75 TP 54 3369 + 80 [ACK] Seqel Ack=1 Win=64868 Len=0
13 3.096708 128.238.38.160 132.151.6.75 HTTP 429 GET / HTTP/1.1
14 3.111678 132.151.6.75 128.238.38.160 TP 60 80 + 3369 [ACK] Seqel Ack=376 Win=6432 Lens=d
15 3.120648 132.151.6.75 128.238.38.160 T 1434 89 + 3369 [ACK] Seq=1 Ack=376 Win=6432 Len=1388 [TCP segment of a reassembled POU]
16 3.128093 132.151.6.75 128.238.38.160 TP 1434 88 + 3369 [ACK] Seq=1381 Ack=376 Win=6432 Len=1380 [TCP segment of a reassembled POU]
17 3.128148 128.238.38.160 132.151.6.75 TP 54 3369 + BO [ACK] Seq-376 Ack=2761 Win-64860 Len-0
18 3.148816 132.151.6.75 128.238.38.160 TP 1434 89 + 3360 [ACK] Seq=2761 Ack=376 Win=56432 Len=138@ [TCP segment of a reassembled PDU]
19 3.148669 128.238.38.160 132.151.6.75 TP 54 3360 » B0 [ACK] Sea=376 Ack=4141 Win=64860 Len=0

Internet Protocol Version 4, Src: 128.238.29.23, Dst: 128.238.38.168
User Datagram Protocol, Src Port: 53, Dst Port: 3163

~ Domain Mame System (response)
Transaction ID: @xB@Ge
Flags: @x8180 Standard query res)
Questions: 1
Answer RRs: 2
Authority RRs: @
Additional RRs: @
~ Queries

ponse, No error

. ietf.org: type A, class IN

Answers
n:
[Time: @.090844000 seconds)
0000 00 09 Gb 10 60 99 00 b8 Be 83
88 5a d5 95 00 88 7e 11 21 6a
26 a8 8@ 35 Bc 5b 88 46 bO ba

00 02 0@ 00 00 B0 B3 77 77 77
6f 72 67 00 00 @1 80 01 @ Oc
96 Se B0 04 84 97 06 &b <0 Oc
86 Be B9 04 41 f6 ff 33

O 7 dnstrace-1.pcap

ed 54 [T 45 o0 k-’

80 ee 1d 17 80 ee

Zooow 1
80 6e 8180 00 B1 & 5[ F .n

84 69 65 74 66 83
0 @1 90 01 00 68  org
00 a1 @ g1 00 00

A

e

'
wow ietf

K
3

Packets: 92 - Displayed: 92 (100.0

2. Whatis the destination port for the DNS query message? What is the source port of
DNS response message? Add screenshots in your answer.

The source port of DNS response message is 53.

User Datagram Protocol, Src Port: 3163, Dst Port: 53

| User Datagram Protocol, Src Port: 53, Dst Port: 3163
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3. Towhat IP address is the DNS query message sent? Add screenshots in your answer.
The IP addressis 192.168.1.148

Media State

Connection-specific

reless LAN adapter

18 State .

tion-specific DNS
AN adapter Local

Media State

Connection-specific DNS Su
reless LAN adapter Wi-Fi:

Connection-specitic DNS

local IPv6 Address

a 12 .
: Media disconnected

4. Examine the DNS query message. What “Type” of DNS query is it? Does the query
message contain any “answers”? Add screenshots in your answer.
Type A and it does not contain any answers.
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Questions: 1
Answer RRs: 2
Authority RRs: @
Additional RRs: &
v Queries
v wew.ietf.org: type A, class IN
Name: www, letf.org
[Mame Length: 12]
[Label Count: 3]
Type: A {Host Address) (1)
Class: IN (Ewoeal)
r ANSWers
[Reguest In: 8]
[Time: O.000844000 seconds]

each of these answers contain? Add screenshots in your answer.

5. Examine the DNS response message. How many “answers” are provided? What do

There are 2 answers which contains the host name, type of address, class, TTL,

data length and IP address.

v Answers

v www.ietf. org: type A, class IN, addr 132.151.6.75
Name: www.ietf. org
Type: A (Host Address) (1)
Class: IN (Ox0001)
Time to live: 1678 (27 minutes, 58 seconds)
Data length: 4
Address: 132.151.6.75

v www.ietf.org: type A, class IN, addr 65.246.255.51
Name: www.ietf.org
Type: A (Host Address) (1)
Class: IN (9x0001)
Time to live: 1678 (27 minutes, 58 seconds)
Data length: 4
Address: 65.246.255.51

[Request In: 8]

[Time: ©.000844000 seconds]
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6. Consider the subsequent TCP SYN packet sent by your host. Does the destination IP
address of the SYN packet correspond to any of the IP addresses provided in the DNS
response message? Add screenshots in your answer.

Yes. The destination IP address of the SYN correspond to the IP addresses
provided in the DNS response message whichis 132.151.6.75.

CRR LT SRR mivan " 52 1005 o BB [SYN] Seqed MOAALIEN el ML L LK ST
» s p ™, MX] Se Ackel Wise SO0 Lomdl W .

7. This web page contains images. Before retrieving each image, doesyour host issue
new DNS queries? No.

Open packet trace file dns-trace-2 for nslookup.

e We see from Wireshark that nslookup actually sent three DNS queries and received
three DNS responses. For the purpose of this lab, ignore the first two sets of
queries/responses, as they are specific to nslookup and are not normally generated by
standard Internet applications. You should instead focus on the last query and
response messages.

e Answer the following questions.

8. Whatis the destination port for the DNS query message? What is the source port of
DNS response message? Add screenshots in your answer.
The destination port for the DNS query message is 53 and source portis also 53.

19 4.953172 128.238.38.160 128.238.29.22 DNS 71 Standard query ©
20 4.969929 128.238.29.22 128.238.38.160 DNS 196 Standard query ™

62 Hello (state Act
22 4.985417 Cisco 83:e4:54 Broadcast ARP 60 Who has 128_.218.
23 5.684266 3Com 96:03:80 NETBIOS SMB NE. 214 SAM _LOGON recues

Frame 20: 196 bytes on wire (1568 bits), 196 bytes captured (1568 bits)

Ethernet II, Src: Cisco 83:ed4:54 (00:00:8¢:83:e4:54), Dst: IBM 10:60:99 (90:09:6b:10:60:99)
Internet Protocol Version 4, Src: 128.238.29.22, Dst: 128.238.38.160

User Dataeram Protocol. Src Port: 53, Dst Port: 3742
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9. Towhat IP address is the DNS query message sent? Is this the IP address of your
default local DNS server? Add screenshots in youranswer.
No. Itsent to 187.22.83 which corresponds to mit.edu.

» 28258, ., e, i s e Y AR A G R

] 128 238, 5. 19 12, 238, . 148 ) 196 Semntnrd gutry reipoes SeSET & was WUt sl A 157,30, 53 WS GITSY sAT s N STRGE. 81T a8

i = e R 1R FELEL TR Tell 1.FEE T
8 ONE. LR SN LOGOM regees: from CLLens

10. Examine the DNS query message. What “Type” of DNS query is it? Does the query
message contain any “answers”? Add screenshots in your answer.
The DNS query message is type A which contain no answer.

| LLASS ! LN {¥xewl )
w  Anywers
v ww . mit.edu: type A, class IN, adde 18.7.22.83

Hame: wes . mit . edu
Type: & (Host Address) (1)
Class: IN {@cB0dl)
Time to live: &0 (1 minute)
Data length: 4
Address: 18.7.22.83

11. Examine the DNS response message. How many “answers” are provided? What do
each of these answers contain? Add screenshots in your answer.
There is only one answer provided by DNS response message.

v Answers
v www.mit.edu: type A, class IN, addr 18.7.22.83

Name: www.mit.edu
Type: A (Host Address) (1)
Class: IN (9x0001)
Time to live: 60 (1 minute)
Data length: 4
Address: 18.7.22.83
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