In this chapter we learned about Internet privacy security. Data collection includes: Government agencies, Telephone companies, Credit card companies, Supermarket scanners, Financial institutions, Search engines  and Social networking sites. Information dealers collect and sell personal data and create electronic profiles. Private networks where employers can monitor employees. People don't pay attention to privacy when they surf the Web, leaving information in temporary files, browser caches and so on. Online identity is when people voluntarily post information about themselves online. Cyber security involves protecting individuals or organizations from theft and danger. Cybercrime includes the creation of malicious programs, as well as denial of service, online fraud, identity theft, cyberbullying and data manipulation. Malware or malicious software designed by a saboteur to damage a computer system。
	History Files
	1.Include locations or addresses of sites you have recently visited (Temporary Internet Files / Browser Cache)
2.Saved files from visited websites
3.Offers quick re-display when you return to the site

	Cookies 
	Cookies are small data files that are deposited on your hard disk from web sites you have visited

	Privacy Threats
	1.Web bugs:1) Invisible images or HTML code hidden within an e-mail message or web page
2)When a user opens the message information is sent back to the source of the bug
2.Spyware: Wide range of programs that are designed to secretly record and report Internet activities, add Internet ad cookies
3.Computer monitoring software
1)Invasive and dangerous
2)Keystroke Loggers (Record activities and) keystrokes
4.Anti-Spyware programs: Detect and remove privacy threats

	Major Laws on Privacy
	1.Gramm-Leach-Bliley Act protects personal financial information
2.Health Insurance Portability and Accountability Act (HIPAA) protects medical records
3.Family Educational Rights and Privacy Act (FERPA) resists disclosure of educational records

	 3 most common programs
	1.Viruses – migrate through networks and attach to different programs
2.Worms – fills the computer with self-replicating information 
3.Trojan horse – programs disguised as something else
(Zombies are computers infected by a virus, worm, or Trojan Horse)

	Denial of Service
	(DoS) attack attempts to slow down or stop a computer system or network by flooding it with requests for information or data

	Rogue Wi-Fi hotspots
	 Imitate free Wi-Fi networks and capture any and all information sent by the users to legitimate sites including usernames and passwords

	Data manipulation 
	Finding entry into someone’s computer network and leaving a prankster’s message

	Internet Scams (A fraudulent or deceptive act or operation to trick someone into providing personal information or spending money for little or no return)
	1.Identity Theft :Illegal assumption of someone’s identity for purpose of economic gain
2.Cyber-bullying: Use of the Internet, cell phones, or other devices to send or post content intended to harm
3.Phishing: Attempts to trick Internet users into thinking a fake but official-looking website is legitimate

	Measures to Protect Computer Security
	Principle measures to ensure computer security: 1. Restricting access
2.Encrypting data
3.Anticipating disasters: 1) Physical security
2)Data security
3)Disaster recovery plan
4.Preventing data loss


Learn how to protect yourself and others by learning about online privacy security in this chapter. At the same time, we should pay attention to moral cultivation and be strict with ourselves.
